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What can Log360 do for you?
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Enters the wrong password 240 Enters the right password after

times in a minute. (Logon failure, b 240 attempts. (Logon success,

event ID 4625) event ID 4624)
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Enters the wrong password 240 Enters the right password after ALERT: Possible brute-force FEEFE it

times in a minute. (Logon failure, } 240 attempts. (Logon success, } attack in the network. } %I}%

event ID 4625) event ID 4624) Fticket
ARG ERR - — ) 8815240 00REFHBAE - BEAKIN SR NDMAE - HHEE
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& Server activity

<"y Network activity

Log
analysis

€ Database activity
. . . Anomaly .
7] Application activity detection )) { . |

£# Configuration info Event
correlation

¥¥ Vulnerability info

& User activity

Extensive data sources g% Deep intelligence = Actionable insight
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E = Dashboard Reports Compliance Search Correlation Alerts Settings LogMe Support
D I DX 1 Log Sources [£4) Dashbc

Download

Overview
[ ] ® Device(s) Applications File Integrity Monitoring
.
| = st
= & All Devices v
AD Audit

Device Show IP ¥ [Hide] Error ¥ Failure ¥ Others ¥ t Message Time ¥
1]
Difice382 WIN-SERVER-2012 | 2504 ®0 800 0 1704 2020-04-08 00:20:01
= WIN-SERVER-2012 2 = oo ®0 0 0 [ 2018-07-02 18:43:05
Exchange
WATCHGUARD W 3888 @55 0 1092 2741 -
o UNIX-TWO F-3 A o ®0 0 0 0 2017-09-07 00:15:15
UNIX-THREE ®o0 0 0 0 2017-09-07 00:15:15
A Agent based log collecti
PR UNIX-ONE £.3 A o e0 0 0 0 2017-09-01 13:18:23 [Last 10 Events]
@ SYMANTEC-SERVER A o eo0 0 0 0 2017-09-07 00:15:15
a)
Cloud
Security SQLSERVER = oo eo0 0 0 0 2017-08-31 16:23:21
SQLSERVER = oo ®0 0 0 0 2017-09-27 20:49:04
SOPHOS B o ®0 0 0 0 2018-10-01 11:29:05
SONICWALL @ 19309 ® 128 0 2801 16380 2020-04-14 01:16:57
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Download

Correlation Alerts

Dashboard Reports Compliance Search Settings LogMe Support

Events Overview Network Overview Security Overview £ Log Sources 2020-01-01 16:00:00 - 2020-05-08 14:59:59

Overview

All Events Windows Events Syslog Events " All Devices
79621 4289 58786 43
A 54777 (220.48%) A 1768 (70.13%) A 47195 (407.17%) View All Devices

1 Inactive devices

i ® Failure 800 ® Warning 2869 Error 325 ® Critical 109
- e~ = = 3 &
BTN Logs Trend E =:!: g 14: % éi‘l’ Top 5 Devices E =:!: gﬁz _TO 5 Recent Alerts ):I- HH A= EFK
AL =3 (=11 ==} p i vy
= M - : FEB 18 12:46:59 dhcp telnetd[3177]: ttloop: peer died: EOF

Exchange 2020-04-16 00:18:52

o <
€ 10k ~ - ela-demo-win
g 0 EIaE democwm - 19 309 - FEB 18 12:46:27 dhcp login(pam_unix)[3098]: session opened for user
8 e (e dhcp_linux sysadm by (uid=0)
c
5 100 sqlserver 2020-04-16 00:18:52
© 192.168.1.10 - FEB 18 12:46:27 dhcp ~ sysadm[3098]: LOGIN ON pts/0 BY sysadm
AD 0 ©® 192.168.1.4 FROM 192.168.4.80
(eneoerent 2020 Jan 2020 Feb 2020 Mar 2020 Apr 2 o2
Time
@ -1 FEB 18 12:46:32 dhcp su(pam_unix)[3139]: session opened for user root
- by sysadm(uid=503)
Sioud Security Events Windows Severity Events 2020-04-16 00:18:52

Security

-1 FEB 18 12:45:11 dhcp login(pam_unix)[3046]: session opened for user
Report Name Count 1ok sysadm by (uid=0)

2020-04-16 00:18:52

Logon 186 A 161 (644.0... ”

£

3

) - FEB 18 12:45:11 dhcp -- sysadm[3046]: LOGIN ON pts/0 BY sysadm
Account Logon 272 A, 272 Y 100 FROM its-appmanager.india.adventnet.com

s
Brrrient ManSREE 680 A 680 ¢ 2020.04:16,00:18:52

|
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Suspicious software installations

ManageEnginéi"

Log360

btk Aggregated
b report
Windows remote logon

Software installed i
o ............................ L N .. csossesseee » Email/SMS
notification
Target device

Failed VPN logons

Successful VPN logon

IP assigned

External attacker

Fortinet VPN
At least 5 failed VPN logons Successful VPN logon IP address assigned Successful remote logon to Malicious software installation
in 10 minutes in next 2 minutes in next 2 minutes target device in next 15 minutes in next 30 minutes
1073 #8A - 5K LB AVPNK 278 - BEAVPNALID S AERP 157 88% - IEKREABR 30D EE - BERRZETE
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Event history

FRIAZZEERES -
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A software is installed on Windows

Vindows Installer installed the product. Product Name: Oracle VM Virtua

A windows account successfully logs on using remote logon

Ar count was successt sead O sublect: Securir ). §-1-0-0 Accoun ~
account was successfully logged on. Subject: Security ID: 5-1-0-0 Account N

A user successfully logged on to the network using Fortinet VPN.

date=2018-01-05 time=13:42:40 devname=FortiGate-V\

A user failed to log on to the network using Fortinet VPN

---------- sate-VM devid=FGVMEV000000000:

42-13 devname=Fort

A user failed to log on to the network using Fortinet VPNQ

jate=2018-01-05 time=13:42:09 devname=ForuGate-VM devid=FGVMEV0000000

A user failed to log on to the network using Fortinet VPN

jate~2018-01-05 time=13:42:09 devname~FortiGate-VM dewid=FGVMEV

Close

= R







o[58 & 51 (security incident)
o ¥AHARIE AR B IS (Event) gﬁiﬁt
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Data Breach
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Provide a privileged username, for collecting "Security" event log from domain :log360.com Configure

Log360 )

Dashboard Reports File Audit Server Audit Analytics Alerts Configurati Admin Support Q search. £} Domain Settings
&  Search Reports [Ctrl+Space] F EZAr i F Risk A rent [ Custom Reports [ Aggregate Reports
AD Analytics Summary » ~
@ Q¢ Advanced Search 1-25 of 56 25+  Add/Remove Columns
Anomalous Logon Activity »
HOUR TIME
Anomalous User Management 4 USER DOMAIN OF GENERATED ~ MEAN ~ THRESHOLD  ACTIVITY ACTIVITY
Activity NAME SID NAME ACTIVITY o COUNT COUNT TYPE MESSAGE ANALYZER
ADBud Anomalous Process Activity »
onlinedemo S-1-5-21- log360.com 3-4 AM Feb 20,2021 3018 4025 Unusual 4025+ number of File Activity was done Details
1] Anomalous File Activity - 1139786260- 03:51:38 Activity - by onlinedemo within 3-4 AM. Usual
office 365 1848971893- AM File average is 3018, Threshold calculated is
“ Unusual Volume of Failed File 3725018336- Activity 4025. Anomaly category:Unusual Activity
Accesses 1001 Count -File Activity Count (Based on User)
= Unusual Volume of File Activity (Based
Exchange on User)
File Activity performed at Unusual
Time onlinedemo S-1-5-21- log360.com 1-2AM Feb 19,2021 2957 3561 Unusual 3561+ number of File Activity was done Details
Unusual Volume of File Modification 1139786260- 01:58:55 Activity - by onlinedemo within 1-2 AM. Usual
1848971893- AM File average is 2957, Threshold calculated is
Unusual Volume of File Deletions 3725018336- Activity 3561. Anomaly category:Unusual Activity
A . 1001 Count -File Activity Count (Based on User)
oD Normal Behavior Reports » (Based
lanagement
5 on User)
Favourite Reports »
@ onlinedemo S-1-5-21- log360.com 6-7 AM Feb 17,2021 3300 5565 Unusual 5565+ number of File Activity was done Details
SC“’“_dl 1139786260- 06:53:01 Activity - by onlinedemo within 6-7 AM. Usual
e 1848971893 AM File average is 3300, Threshold calculated is
3725018336- Activity 5565. Anomaly category:Unusual Activity
1001 Count -File Activity Count (Based on User)
(Based
on User)

Hak

e e EBREEA  WHTASERES)
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) Download Personalized Demo  Log Recei
Log360
Dashboard Reports Compliance Search Correlation Settings LogMe Support
Manage Workflow
Overview
Workflow Credentials
@
SIEM IS « < 1-¢
Associated Alert
Q Actions Workflow a Descripti Workflow History
AD Audit Profiles
@ s} Block USB This workflow blocks the USB port on a potential... 0 View History
3 o < ©h Com alrl one devi run pro noti dayfd - Test.bat 1 View History
Office 365
@ s} Disable Computer This workflow disables a potentially compromised... 0 View History
= @ s} Kill Process This workflow kills a process on a potentially c... 0 View History
ch:
s @ s} Log Off and Disable User This workflow logs off and disables a potentiall... 0 View History
o @ @ ¢« h Ping Device 0 View History
UEBA @ s} Popup Alert This workflow displays a popup alert on the affe... 0 View History
[¢] ['s) Stop Service This workflow stops a service on a potentially c... 0 View History
2
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BB IBEEES (Threat intelligence)

« Log360E & Z1{E0Open Source(ffl#lAlienVault) STIX /
TAXIBE B IR E IR °

. E)J,u FBEoE/EEAIP - URLFIE BB RIE -
. a AR ] £RIP - URL*DYJZ%ZFE?E/]/ML%H% » BIIFEZE o

. %‘%TEH%E?E@B%EUT X 7E LEINEE g-

ALIEN VAULT
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Alert Profiles [List]

2016-10-16 00:00 2016-10-16 16:35

+ Add Alert Profile Export to : <51 i Showing 1 - 50 of 1965 > >/ 50
login (419 S0
gin (419) % L Time Generated Host Severity Message
Special_Logon (0) Q<10
test1234567 (0) Q4T Oct 16, 2016 14:13:59 10.0.0.10 High
Malicious IP found - 222.186.56.42
Default Threat (1965) %)
Head test (0) @ # §  Oct16,2016 14:13:57 10.0.0.10 High 3
Malicious IP found - 222.186.56.42
File_Deletion (0) Q<10
Oct 16, 2016 14:13:45 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:45 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:42 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:38 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:34 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:32 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:30 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:30 10.0.0.10 High

Malicious IP found - 222.186.56.42

Oct 16, 2016 14:13:23 10.0.0.10 High Malcious [P %& /E\ ’i‘§ :E,? qj E/\J I P % %
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BERERES - BEEIT
° ¥|—I %ﬁ' };E % *EEE }g Advanced Threat Analytics X

Select Threat Source  109.73.66.94 v
Info Geo Info
- Y
« ZERHEE ‘e
A0DTK 98l H i 109.73.66.94 S
High Risk Reputation Score =5

Domain name : 109.73.66.94
\ Domain age : 24
) j:% T/ < E—i T:tl §$ E% Flagged as malicious on : 2015-11-20 02:02:00
Last occurrence on threat list : 2019-08-18 15:01:41
No. of times it occurred on threat list : 3
Category : Proxy

Whitelist this source (2)

@ Recommendation : Block IP/URL
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User and Entity Behavior Analytics (UEBA)
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Ah EETARSOHEEEE > BERE BEEMSKTH -

1 Guy/{T8HEE / 395%
aa (fFacebookftBHEHIEEE » B ERAKEREREER -

\

-
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Benjamin / I8 / 415%
BEMBEREE - IBAEAE » ARZE o

!_,M}, NAT / ITRAEIRE / 295%
. EREPREE. BREWEEEEE . B8R -
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IBIRER - £ N

I(I::;:]\
(X 1
g

Ak

Noah / BEEBREE
9~10AM — TF&E20ZR, 2~3PM — F&(b0ZX, 5~6AM — T~ &;500=K

Guy / {TIHE B
FERR E ARV ERET M) 7 LEER

Benjamin / FE#51HIE
FREAMBAI0E S - WLEAIBEARZE

NAT / ITRHEIES
FIRIFET B NABI{E N T DMZ ISR
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22 (ML) A L& Z(AI)

- BEMLEBR=EFTEL » TEBADTER/EE1T4A
 BHEERIEE > FU0
- NEPELE
EEEEEA
§EZ‘“T§1‘EE’]Y¢F§H¥
- IRP&EH
« REBEAKXHN
- BEnINE
- HITERIES
- EEMRELEA
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Anomaly Reports Alerts Settings Support
Overview @ Anomaly Trends 2 users § Entities —ea[ontaamn assc.nannnasn s ncac 0%
@ Domain/Host/Source 192.168.2.2 Card Based Peak Risk Score
stem _& 441 ) Insider Threats 2019-Feb-16 18:59:58
Overall Anomalies O 67

Average Risk Score

Q CEE— 55 Data Exfiltration 2019-Feb-16 18:59:59
. L ) 22
AD Audit N
User Risk Score QY user2 Peak Risk Score
——————// 55 Compromised Accounts 2019-Feb-17 18:30:00
Hide from Dashboard c 66
1] userl ]
Office 365 | ° Last Update: 2019-Feb-15 56 Logon Anomalies -
16:29:59 o
=
user2 Peak Risk Score (55) - user2 2
Exchange 9
Last Update: 2019-Feb-17
- 08:29:59 2019-Feb-17 User: 192.168.2.2\user2 100
fod View Details Obtained : 153 events
UEBA administrator Lod 2 Threshold : 16 events
o
| ° Last Update: 2019-Feb-16 51 5 55 Details
% . 3
A 16:29:59 ] 08:29:49 Host Registry Accessed Multiple Times By User Confidence Level
0 = 2019-Feb-17 User: 192.168.2.2\user2 100
anagement sal Lod Obtained : 153 events
| Last Update: 2019-Feb-15 47 Threshold : 16 events
& 16:29:54 DetallS
()
2019 08:29:49 Host Registry Access Failed Multiple Times For User Confidence Level 2020
ng‘:ﬂy I ‘ sa2 2od 2019-Feb-17 User: 192.168.2.2\user2 100
. - e - Obtained : 153 events
Threshold : 16 events
Details
-é-\ 4 zm S === E‘:Fll 08:29:48 Multiple Software Installed By User Confidence Level
] m I I E\ a 2019-Feb-17 User: 192.168.2.2\user2 100
Obtained : 153 events
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I(I::;:]\
(X 1
g

i

Noah / 82 EEE /EfEigE 32
9~10AM — T&E20=k, 2~3PM — T~&50%, 5~6AM — ~&500ZK

Guy / 1TEHE B /E2i5Er 47
HERE B AZIREN IS ERE & 7 LB R

Benjamin / 3551318 /@ EIEEL 55
FREMBAI0L A » TLRAPERRER

NAT / ITRGBEIRS /[EfRigEl 21
HFIRIFEN T B XABIAE R 7 DMZILER
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o ERPAMRGHREE  mEANBPE L RES ¢
— PCIDSS /| XftREFEENLZEIZE
— GDPR / BREBE AN ERMREFTE
- HIPAA / EBIREREBESTER

DS PR ISR = REQUIREMENTS
— GLBA / TRURRTFFEIRNALIEER LAWS | RULES
— SOX / Sarbanes-Oxley /A= - COMPLIANCE
— SO 27001 / ié_’:gﬂﬁz:é’%;}iﬁ%¢%ﬁ POLICIES ",; STANDARDS
REGULATIONS
{d <~
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CRED SRR

) Download
Log360 ) ) .
Dashboard Reports Compliance Search Correlation Alerts Settings LogMe Support
(] m]
00 FISMA GDPR (®
Overview
BCELBSS Comprehensive Audit Reports
@ SOX
SIEM
GDPR ARTICLE 5 (1B) ®
HIPAA
S GLBA Windows Logons Terminal Service Session
AD Audit
150 27001:2013 Windows Successful User Logons Windows UnSuccessful Network L... Terminal Server Connected
J GPG Windows Successful Network Log... Terminal Server Disconnected
-
[ Windows Successful User Logoff...
GDER Windows Successful Network Log... S I E M Pa j:ﬁy $E iE
=
ISLP Windows UnSuccessful User Logo... M= 2 X
Exchange
(B N User Logon Activ
Active Directory D) (From Feb 21,2021 06:24 SOX HIPAA PCI-DSS GLBA FISMA GDPR 1SO 27001
User Logon Reports - Period = o8 Folder Permission Changes Member Server Logon Activity
Logon Failures 0B User's Last Logon Failed attempt to Read File
AD Audit
Logon Failures based on users Files Madifled
1 Failures due to Bad Password User Logon Activ gije Read Access

Office 365 Users First and Last Logon By User Attribute New and Old Value /_\
- X
Computers
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B1FF#&4Z Active Directory & &

« }EUY Active Directory F{EOJEAREERIEIIFE TR ©
e BEEWERMIIBIAARERE » Log360 AIfEfRTEEMN
AD%"‘*?F? AR BLITE o
£EVE R AD MRS R
— EMAISR{ERETA
— EoEtsB 0 OU FRRIIRE B =
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EXZR BT Active Directory Y14

° |—0936O E_”»/{E/_ fHE;f'LI,\\E/j AD EE _\](:EFKE'T \EE% AD tr%'fq:ﬂ/‘jai
Emirk  ROBTEEERLZEESR
- [EH&

— EAE

- ZE R

— GPO

- OU

—- BR/EBENRE

Ilmll
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Dashboard Reports

AL |

-7 IH

File Audit Server Audit Analytics Alerts

Configuration

Admin Support

) [i1] Graphical View IE] summary View

LAST UPDATE : Feb 22,2021 06:00:00 AM Run now

S Top User Logon Failures

AD Audit LAST 1 DAY LAST 2 DAY

s}

Office 365

<

Exchange

No Data Available

L)

Cloud
Security

Logon Peak Hour Usage

LAST 1 DAY LAST 2 DAY
1500

-

p= |

o °

Helping your business grow

|~ Account Management S -
LAST 7 DAY LAST 30 DAY
Computer ‘ 4
Group l&‘
User - 19
0 10 20 30
COUNT
[0 Account Modified
Account Deleted
I Account Creation
S - Account Locked Out Users S -

LAST 7 DAY LAST 30 DAY

Users

[ Reduce Disk Usage [ Search Archived Data

Logon Failures - Error Code

LAST 1 DAY LAST 2 DAY

No Data Available

Password Changed/Set Users

LAST 7 DAY LAST 30 DAY

@

Q Search... £} Domain Settings
Domain log360.com L
@ Alerts Refresh

(D Recent Alerts VIEW ALL

User 'onlinedemo’ Deleted file/folder

“\\win-
97si1ctudm2\backup\log360ueba\logs\.wrag
25200104'.

Feb 22,2021 12:34:59 PM

User 'onlinedemo’ Deleted file/folder

“\\win-
97si1ctudm2\backup\log360ueba\logs\.wrag
37920098'.

Feb 22,2021 12:34:57 PM

User 'onlinedemo’ Deleted file/folder

“\\win-
97si1ctudm2\backup\log360ueba\pgsql\dat:
Feb 22,2021 12:30:47 PM

User 'onlinedemo’ Deleted file/folder

“\\win-
97si1ctudm2\backup\log360ueba\pgsql\dat:
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ADFEZE3E - EHE LRIFE SRR

one repure . VoA aucy . 5 - o T —

& Logon Audit v AD Changes ~ GPO Changes ~ Compliance ~ Favourite Reports ~ F B Analytics [ Custom Reports Schedule Reports | [ Aggregate Reports
ll] (Y User Work Hours Domain  admanagerplus.com v

Active Directory Azure AD From Oct 12,2019 06:58:00 A 2019 06:52.00 A

User Logon Reports » Period = Custom Range Hours All [Business Hours] v Select Objects  abc.d.edfg acid ......

Local Logon-Logoff > [2 ExportAs o Addto  [x More

Currently Logged On Users
User Work Hours
Local Logon Failures

Interactive Logon Failure User Attendance 3

Logon Activity

Hours

Logon Duration

Users Logon Duration on Computers
User Work Hours (B 4
Remote Desktop Services Activity 5.48
Terminated Users Session

Remote Desktop Gateway 0.16 0.264 0.018

RADIUS Logon Failures(NPS) 2019-11-30:a 2019-10-30:a. 2019-10-25:a
2019-11-01:a. 2019-10-26:a
RADIUS Logon History(NPS) Date

Computer Startup and Shutdown

Computer Last Startup and 0 idle Hrs Active Hrs
Shutdown

Computers not Shutdown

REcenlyDeteced Replaytiaec & Q¢ Advanced Search 1-50f5 25+ Add/Remove Columns
Special Groups have been assigned

to a New Logon. WHO WHEN « WHERE FIRST IN LAST OUT ACTIVE HRS IDLE HRS TOTAL HRS

ADFS Auditing »
admanager Sat, 30 Nov 2019 admandemo.admanagerplus.com 01:29 AM 01:39 AM

00:09:35
Account Management »
admanager Fri, 01 Nov 2019 admandemo.admanagerplus.com 05:50 AM 11:55 AM

06:05:14
User Management »

Groun Management » admanager Wed, 30 Oct 2019 admandemo.admanagerplus.com 09:45 AM 04:42 PM 05:28:48
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01:27:54

06:56:42
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ome neports
=3 Logon Audit v AD Changes v GPO Changes v Compliance v Favourite Reports v F EDAnalytics [ Custom Reports edule Reports | [ Aggregate Reports
lll Ca User Logon Duration on Computers Domain  admanagerplus.com v
Active Directory Azure AD AP O2020 Or07 020 Apr 09,2020 07:07:09 A
User Logon Reports » Period ] Last 24 Hours Hours All [Business Hours] v Select Objects  All
Local Logon-Logoff - [2 ExportAs W Addto [5 More
Currently Logged On Users
Users Logon Duration on Computers
Local Logon Failures
Interactive Logon Failure
Logon Activity
Logon Duration 3 Q¢ Advanced Search 1-250f42 » » 25~ Add/Remove Columns
Users Logon Duration on Computers USER CLIENT IP LOGON TIME LOGON
User Work Hours GG DOMAIN NAME ADDRESS CLIENT HOST NAME v LOGOFFTIME ~ DURATION  WORKSTATION NAME LOGON TYPE
Remote Desktop Services Activity
ADMANAGERPLUS ~ admanager 127.0.01 admandemo.admanagerplus.com Apr 08,2020 Apr 08,2020 0 Days, admandemo.admanagerplus.com Interactive (logon at
Terminated Users Session 09:27:50 AM 19:28:55 PM 10:01:05 keyboard and screen
Hrs of system)
Remote Desktop Gateway
RABIUS Fogap Fallures(blBs) ADMANAGERPLUS ~ admanager 127.0.0.1 admandemo.admanagerplus.com Apr 08,2020 Apr 08,2020 0 Days, admandemo.admanagerplus.com Interactive (logon at
RADIUS Logon History(NPS) 09:27:50 AM 09:28:55 AM 00:01:05 keyboard and screen
Hrs of system)
Computer Startup and Shutdown
Compurter Last Startup and ADMANAGERPLUS ~ admanager 127.0.0.1 admandemo.admanagerplus.com Apr 08,2020 Apr 08,2020 0 Days, admandemo.admanagerplus.com Interactive (logon at
Shutdown 09:26:27 AM 09:28:55 AM 00:02:28 keyboard and screen
Hrs of system)
Computers not Shutdown
Recently Detected Replay Attack ADMANAGERPLUS admanager 127.0.0.1 admandemo.admanagerplus.com Apr 08,2020 - - admandemo.admanagerplus.com Interactive (logon at
Special Groups have been assigned 09:26:27 AM keyboard and screen
to a New Logon. of system)
ADFS Auditing L ADMANAGERPLUS ~ admanager 127.0.01 admandemo.admanagerplus.com Apr 08,2020 - - admandemo.admanagerplus.com Interactive (logon at
09:26:19 AM keyboard and screen
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&  Search Reports [Ctrl+Space] F ) i F Risk [ Custom Reports [ Aggregate Reports
B e nentRepots T Privileges Utilized by user Domain  adapdev W
Users connected to most assets (From Jan 01,2020 10:31:00 AM to Mar 0:31:00 AM)
High Activity Volume Accounts
. Period =] Custom Range Hours All [BH1] v Select Objects ~ All
Hyper Active Accounts
Accounts with high % of logon failure [? ExportAs o Addto [3 More
s leniie i mAEisy Privileges Utilized by user
Dormant Admin Account
Privileges Utilized by user
Privilege Escalation - First time
Utilizing a Privilege @ Q¢ Advanced Search 1-250f 137 25+  Add/Remove Columns
f:a:\d Account Based on Remote CALLER LAST CALLER
8 USER ACTIVITY PRIVILEGE ACCOUNT DOMAIN MODIFIED USER
Favourite Reports » NAME TIME ~ UTILIZED ACTIVITY MESSAGE NAME SID CONTROLLER ATTRIBUTES DOMAIN DOMAI
anu Mar User User 'abc' was modified by 'ADAPDEVAanu' abc 9%{S-1-5-21-1340711753-2541313634-2168098907-1608} dev-dc1 User adap.dev.com ADAPDI
16,2020 Modified Modified Properties : User Modified, Values : This Modified
01:04:48 is a default account
PM
anu Mar Auser User 'abc' was enabled by '"ADAPDEV\anu’ abc 9%{S-1-5-21-1340711753-2541313634-2168098907-1608} dev-dc1 Account ADAPDEV ADAPDI
16,2020 account Enabled
01:04:48 was
PM enabled.
anu Mar Group Group 'tes1' was modified by 'ADAPDEVAanu' tes1 %{S-1-5-21-1340711753-2541313634-2168098907-1343}  dev-dc1 Group adap.dev.com  ADAPDI
14,2020 Attribute Modified Properties : member Modified
09:48:53 Removed
PM
anu Mar A Member tes1 9%{S-1-5-21-1340711753-2541313634-2168098907-1343} dev-dct - ADAPDEV ADAPDI
14,2020 member ‘CN=t1,0U=0u,0U=poli,DC=adap,DC=dev,DC=com’
09:48:52 was was removed from Global Security Group 'tes1' by
PM removed 'ADAPDEV\anu'.
froma Q
security-
enabled
global
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< Logon Audit v AD Changes v GPO Changes v Compliance v F ) Analytic
lll Ca Period = Last 6 Months Hours All [Business Hours] v
Active Directory Azure AD

[? ExportAs o Addto [5 More

Recently Password Set Users Account Lockout Analyzer
User Based Password Changes

User Based Password Reset dopitockedOutUsers L
Password Never Expires Set Users

Recently Modified Users

Extended Attribute Changes hussey

User Attribute New and Old Value

Last Modification on Users

Account Lockout Analyzer (7517 ) 1 2 3 4 5 6
User Services No.Of Users
Recently Undeleted Users

Recently Added SIDHistory

Recently Failed to Add SIDHistory & Q¢ Advanced Search 150f5 25+  Add/Remove Columns
Recently Reset DSRM Administrator
Password CALLER CALLER CALLER
User Object History USER MACHINE LOCKEDOUT LOGON ANALYZER P LOGON CALLER USER EVENT RECORL
NAME NAME TIME ~ DOMAIN CONTROLLER REMARKS HISTORY DETAILS ADDRESS ID NAME TYPE NUMBE
Use object History
hussey ~ ADMANDEMO Sep 10,2020 admandemo.admanagerplus.com A user History Details - 0x3e7 ADMANDEMOS$ Success 781037
10:16:05 AM account
was
locked
out.
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Top Modified Users ar A LS

- 25

Z 22

2 21

Y 20

15 14
10 =
¥ 3
: 0
sara palaniappan mystery
administrator ramganesh
x 1-250f70 *» » 25~ Add/Remove Columns
MODIFIED DOMAIN MODIFIED NEW oLD
TIME ~ CONTROLLER MESSAGE WHO CHANGED ATTRIBUTES VALUE VALUE REMARKS
Jul 05,2016 ADAP-DC1 Group Policy Object ‘adap_ADAuditPlusPolicy' was administrator NT-Security- New Old ACL Write Property :
05:46:59 PM modified by 'ADAP\administrator'. Modified Properties : Descriptor ACL More groupPolicyContainer
NT-Security-Descriptor More More
Jul 05,2016 ADAP-DC1 Group Policy Object saravanan.nagarajan  NT-Security- New OldACL  Write Property :
04:50:13 PM ‘adap.internal.com_ADAuditPlusPolicy’ was modified by Descriptor ACL More groupPolicyContaine|
More More

‘ADAP\saravanan.nagarajan'. Modified Properties :
NT-Security-Descriptor
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A comprehensive cloud log management solution
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Microsoft Azure

EERC

mENRCERE Azure RYTFERCE: - AJRMFTHIRPBRSHNR
- BEEEENERNEE KIS

?%E ke Azure fHERES %E IN—IBINEE » AIERECERMAS NSG
mE &R &EixCloud Security Plus e

}ILEEITFE Eﬂ%% °

Azure SEENEE
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Amazon Web Services (AWS)

EI'L:‘X/E
. CloudTrail AILAiRS: ~ IESIEFIRE AWS
o el {EERIRIE S 58D -
éServer seeess gl = 1REFBServer access loggingf »

: - Elastic Load Balancing 12 FEXHEE » AIEHEHEERE
;Elas’uc Load Balancing Access logs Bk » PEEYE ZEATE T, -

. Helping your business grow
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Google Cloud Platform

EELC

Cloud Audit Logs &%&1E Google Cloud B  BRIFRANAAMAMEE
| =BEZER  BEEEY  ENEFIHNAREH - |
Cloud Audit Logging
Google Cloud IR BHFTEREMEABL HEE - I\SIRERNE
R IIEEREEAIRER » AT T ERAE - |
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 Cloud Security Plus 7] LR+ EEt77807

— #5317 S3 File Change Audit — Recent Accessed Files” Rz E
IPLeS3 LRVUTE R EED - BIEZKIRIP/User AgentFE T
- PIRESLREYEE
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AWS S3 I - I5EIRA/1FEUP/ZENES S

Event Details

bucketName: "csp-manual-trail-bucket",

bucketOwner:
"6ae24bba2a3cc6935b6b278ab435adb779bcla7ab9ed6e2be420d62d88b8d13c",

remoteIP: "157.50.145.115",

totalTime: 28,

errorCode: ""

userAgent: "aws-sdk-java/l.11.762 Windows_8.1/6.3 Java_ HotSpot(TM)_ 64-
Bit_Server_VM/25.51-b03 java/1.8.0_51 groovy/2.0.1
vendor/Oracle_Corporation",

requestURI: "GET /AWS_MANUAL/AWSLogs/538582113313/CloudTrail/cn-north-
1/2020/08/26/538582113313_CloudTrail_cn-north-
1_20200826T1425%_XkBbdUQVEa06TVFC.json.gz HTTP/1.1",

bytesSent: 1101,

turnAroundTime: 28,

requestor: "arn:aws-cn:iam::538582113313:user/csp-test-user",

AccessTime: "26/Aug/2020:14:26:18 +0000",

referrer: "-",

requestID: "FB80BC5AF6FC7FBA",

objectSize: 1101,

eventName: "REST.GET.OBJECT",

key: "AWS_MANUAL/AWSLogs/538582113313/CloudTrail/cn-north-
1/2020/08/26/538582113313_CloudTrail_cn-north-
1_20200826T1425Z_XkBbdUQVEaO6TVFC.json.gz",

HTTPStatus: 200

= RN -ESE N
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Azure

AWS AZURE Salesforce Google
Activity by Users »
Permission Changes »

Network Security Groups

Rule Changes for Network Security
Groups

Network Security Group Permission
Changes

Subnet Changes for Network Security
Groups

Network Security Groups Created
Network Security Groups Deleted

Network Security Network Interface

Changes
Virtual Networks »
Application Gateways »
DNS »
Traffic Manager »
Public IP Address »

Helping your business grow
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ILUI

% Favourite:
Network Security Group Permission Changes
[# ExportAs [5 More
Account: AZURE v
Top Activity Based on User
Period: 09-01-2020 - 09-30-2020 X 3
2
o
g2
[
Q
o
-
(=]
=
£
3
2
0
admpazurel@zohocorp.com
I Network Security Group Permission Changes
(o3 120f2 | 25+ | Y | Mg
Resource ID Resource Group Name Caller Event Time Stamp Status Status Code Details
deleteme 1 admpazurel@zohocorp.com 09-10-2020 17:08:12 Succeeded OK View
deleteme 1 admpazurel@zohocorp.com 09-10-2020 17:07:23 Succeeded Created View
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— CloudFront, VPC Flow, RDS, Lambda, Glacier, DynamoDB,
Redshift, Elastic Beanstalk, Kinesis

FerZ BB Z Azure iR 7%

— Web Apps, Content Delivery Network, Storage Analytics, Data
Lake, Data Factory
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+ resource: {"type":"gce firewall rule","labels":{"project..},
- protoPayload:

{

- requestMetadata:

{
+ requestAttributes: {'reason’:"8uSywAV4GiZGb3IgVmFja2dyb3VuzCBveGV.. },
+ destinationAttributes: {},
call ppliedUserAgent: "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.30
safari/537.36,gzip(gfe),gzip(gfe)",
callerIp: "182.74.243.42"
5

+ request: {"@type":"type.googleapis.com/compute.firewall.. },

+ authenticationInfo: {'principaliEmail”:"mydeenmnk@gmail.com"},

+ authorizationInfo: [{"permission":"compute.firewalls.delete", "res.. ],
@type: "type.googleapis.com/google.cloud.audit.AuditLog",
- response:

{
targetId: "9128318253791671780",
@type: "type.googleapis.com/operation",
selfLink: "https://www.googleapis.com/compute/vl/projects/cloud-
security-plus/global/operations/operation-159..",
insertTime: "2020-09-10T17:59:24.636-07:00",
selfLinkWithId: "https://www.googleapis.com/compute/vl/projects/cloud-
security-plus/global/operations/6850173948231..",
targetLink: "https://www.googleapis.com/compute/vl/projects/cloud-
security-plus/global/firewalls/mnk-rule",
name: "operation-1599785964290-5aeff321e4010-17c0e0c8-d77bfac5",
progress: "0",
operationType: "delete",
startTime: "2020-09-10T17:59:24.645-07:00",
id: "6850173948231382275",
user: "mydeenmnk@gmail.com",
status: "RUNNING"
}

- resourceOriginalState:







Figure 1. Magic Quadrant for Security Information and Event Management
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%1% Log360
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« CPU : 3G/ 8 cores

« RAM : 16GB

* Disk space : 300 GB

« Windows Server 2012/2016/2019
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http://log360demo.manageengine.com/
7' AN B AR
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THANK YOU

Any Questions?
Or
Contact Kerry
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