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@ Event Viewer (Local)
v 4 Custom Views
'? Administrative Events

Windows Logs

Name Type

Number of Events ~ Size

Actions
Windows Logs -

v _m Windows Logs Application Administrative 13,271 1007 MB Open Saved Lo
| Application Security Administrative  13,29310 1000.00 MB ¥ Create Custom View..
] Security Setup Operational 67 68 KB ¥
Import Custom View...
r] Setup System Administrative 21,138 1207 MB P
] system Forwarded Events Operational 0 0 Bytes View ¥
Iv 5 Applications and Services Log|
» L Cisco . Filter Current Log X
& Dell , Event Viewer (Local) Security  Number of ever Actions
> = > ¥ Custom Views )
- o RS HE TSI [ =
[=] IntelAudioServicelog 1 32 9 3101 $ =tz $ 142 & Windows Logs @A Audit 17-12-2019162259 | ggged: pm 5 Open Saved Log..
5] Internet Explorer ] Application A, Audit.. 17-12-2019 162245 4 ¥ Create Custom View..
{2 Kaspersky Endpoint Secu fd security @ Audit. 17-12-201916223¢ | Eventlevek [T Critical [] Waming [ Verbose Import Custom View:
Sett A Audit.. 17-12-2019 162237 -
[&] Kaspersky Event Log £ setup \Auct O Emor [ Information Clear Lo
B Key Management Service ] system A Audit.. 17-12-2019 16:22:37
i K B rovardedtvrts (|2 k171500018005 —— -
i ? £ Applications and Services Loc ["e o+ 4689 Microsoft Windowd
m Microsoft Office Alerts | Cisco b 2 B I = Properties
> 2] OpenSSH & Del General | Details 8 Find..
’ ] Windows Powershell ] Hardware Events Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To Il save Al Events As..
|z 4 Subscriptions (] IntelAudioServicelog A process has exited. exclude criteria, type a minus sign first. For example 1,3,5-99,-76 Attach a Task To this Lo
] Internet Explorer 9-
] Kaspersky Endpoint Secu|| ~ [Sublect: <AllEvent IDs> | View
] Kaspersky Event Log Security ID:
{2] Key Management Service Account Name: Task category: @ Refresh
=] Key 9 Account Domain: S5 S[E &4 SER N Help
7 Microsoft Logon ID: ﬁ }Ej % , ?jz é” .
] Microsoft Office Alerts Keyworks i
| OpenSSH Process Information: ?‘Z{FH B E/J =~ :H, iﬂm icrosof =
&] Windows Powershell User <All Users> Hr [Z] Event Properties
-} Subscriptions Log Name: Securi ] Attach Task To This Event..
i Subscript 9 | computerts): | <a computers>
Source: Microst 55 copy
Event ID: 5D Clear I save Selected Events..
Level: Inform: @ Refresh
User: N/A £ Mefres
OnCode: Info % Cancel Help
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ADAudit Plus ) Dashboard Reports File Audit

BIF=3=300

ServerAudit  Analytics  Alerts

off
Il
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[1] Graphical View IE Summary View

Configuration Admin =<4 i—:l:l, Bﬁ §|J
=

[ Reduce Disk Usage m

Top User Logon Failures S - Computer Management < Top User Logon Attempts S|~
LAST 1 DAY LAST 2 DAY LAST 1 DAY LAST 2 DAY LAST 1 DAY LAST 2 DAY
= 15k = 40
z 4
5 5
S 8 @ Recent Alerts VIEW ALL
.56 K
lok | 936 36 User 'admanager’ Deleted file/folder
"Wadmandemo\root\copitets
\renamed3.csv'.
sk - ul 22,2021 07:0024 Ab
0
9.27k admanager administrator User 'admanager’ Deleted file/folder
& 340 10 8 25 USERNAME "\admandemo\rootitotets
ad360 adminuser helpdesk B Computer Created Il Computer Deleted e e
rmpdemo admanagerplu... Il Computer Disabled Il Computer Enabled 0 Success M Failure Jul 22,2021 07:00:24 AM
M Computer Modified
User 'admanager’ Deleted file/folder
"Wadmandemo\root\copitets
\renamed3.xls".
Jul 22,2021 07:00:24 AM
Who Created L 4 Unusual Volume of File Delet... & Who Created |~
User 'admanager' Deleted file/folder
"\admandemo\rootitotets
LAST1DAY  LAST7DAY LAST1DAY  LAST7DAY LAST1DAY  LAST7DAY iEn=meuzines
— — Jul 22,2021 07:00:24 AM
@ 60 w 40
g g
2 a8 2 32 . My Reports
=] E
S g 30 "
Zz 40 5 Password Policy Changes
No Data Available 2, Failures due to Bad User Name
20 test8621
u 10 Testi
i = : :
0 = - -— 1 1 Logon Failures
admanager ADMANDEMO$ ANONYMOUS LOGC 0 S— S—
administrator hussey admanager Administrator ANONYMOUS LOGON Logon Failures asfdasdasdasdasd
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Logon Audit v AD Changes v GPO Changes v

User Logon Duration on Computers

Period ®) @  Custom Range
|

AR XE Ry ] 22 fE] !

Q= = = o -

Users Logon Duration on Computers.

RELFHBE < gwamans "

CLIENT IP
DOMAIN USER NAME ADDRESS
O
ADAP admihistrator 192.168.209.109
=
N o/ 1 PR i
ADAP administrator 192.168.209.27
ADAP administrator 172.23.114.19
ADAP administrator 192.168.209.169
ADAP Administrator 1722314558
ADAP Administrator 172.23.145.58

Helping your business grow

ZAZIM—

%

Compliance v

Hours

WORKSTATION
NAME

adap-dc2

ADAP-MS4

adap-dc2

adap-dc2

ADAP-MS4

ADAP-MS4
LJ
|
I

I

< —

2%k ?

Al

CLIENT HOST NAME

bala-
4924 csez.zohocorpin.com

192.168.209.27

172.23.114.19

kanagaraj-
2419.csez.zohocorpin.com

arun-
pt1075.csez.zohocorpin.com

arun-
pt1075.csez.zohocorpin.com

s

LOGON TIME

Dec 20,2017
02:55:27 PM

Dec 18,2017
02:17:26 PM

Dec 18,2017
12:11:36 PM

Dec 14,2017
12:20:49 PM

Dec 14,2017
06:09:26 PM

Dec 14,2017
07:17:09 PM
.

v
A?

Schedule Reports | [3 Aggregate Reports

Domain  adap v

[2 ExportAs

Select Objeu{ administrator

* Addto  [5 More

________________________ e 2
1-100f10 25+ Add/Remove Columns
LOGOFF TIME LOGON
- DURATION ~ LOGON TYPE (8)m= == == o o o o o o o o o e -
Dec 21,2017 (0) DAYS Remote Interactive (Terminal Services, Remote
09:48:36 AM 18:53:9 Desktop or Remote Assistance)
Dec 19,2017 (0) DAYS Remote Interactive (Terminal Services, Remote
08:27:32 AM 18:10:6 Desktop or Remote Assistance)
Dec 19,2017 (0) DAYS Remote Interactive (Terminal Services, Remote
07:16:13 AM 19:4:37 Desktop or Remote Assistance)
Dec 15,2017 (1) DAYS Remote Interactive (Terminal Services, Remote
05:46:59 PM 5:26:10 Desktop or Remote Assistance)
Remote Interactive (Terminal Services, Remote
Desktop or Remote Assistance)
- Remote Interactive (Terminal Services, Remote
o Desktop or Remote Assistance)
I
[}
]
1
v
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ADAudit Plus Reports File Audit Server Audit Analytics Alerts Configuration Admin Support Q Search.. {3} Domain Settings
& Search Reports [Ctri] s /s o - .,  ShareBased Reports v N NetApp = EMC By Windows File Server Fo Windows File Cluster
EHER IR RE
Configured Server(s) fEEA FY I =
, 5 =) i =1 Eq
' ' E P nﬂﬂm jjygiai o TﬁEIEn& E’ij Hﬂ' 512 25+%  Add/Remove Columns
File Audit Reports v 1@i’|ﬂﬁ§uﬂl‘lﬁ:’g}lﬂ
Summary based on Users TIME
ACCESSED ACCESSED
Summary based on Servers FILE / FOLDER NAME LOCATION - BY DOMAIN MESSAGE
Summary based on Process
I All File or Folder Changes New Rich Text Document - Copy - Copy.rtf C\Shares\Ms1 Aug sarath adap.internal  User 'sarath’ Created file/folder "\adap-ms1\ms1
Share\ 30,2019 share\new rich text document - copy - copy.rtf'.
Files Created 06:12:40
Files Modified L
Files Deleted hhhh - Copy.rtf C:\Shares\MS1 Aug sarath adap.internal User 'sarath’ Created file/folder "\\adap-ms1\ms1
Files Moved Share\ 30,2019 share\hhhh - copy.rtf'.
06:12:40
Files Renamed PM
Files Copy-N-Pasted
. hhhh - Copy.rtf C:\Shares\MS1 Aug sarath adap.internal User 'sarath’ Copy-N-Pasted the file/folder
File Read Access Share\ 30,2019 "\adap-ms1\ms1 share\hhhh - copy.rtf'.
Folder Permission Changes 06:12:40
PM
Folder Audit Setting Changes(SACL)
Folder Owner Changes hhhh - Copy.rtf C:\Shares\MS1 Aug sarath adap.internal User 'sarath’ Modified file/folder "\\adap-ms1\ms1
Share\ 30,2019 share\hhhh - copy.rtf'.
Failed attempt to Read File 06:12:40
PM
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ADAudit Plus Reports File Audit Server Audit Analytics Alerts Configuration Admin Support
Account Lockout Analyzer for user sakthi on computer DSP-WS x
Lockout Analyzer for User: sakthi Recent Logon Local Logon OWA and ActiveSync Radius(NPS)
BRDTERIENEAE - IR AR Z2E A OWA/ActiveSyncE Radius "
ERANT BRBARPEREE WENRERNNMEEEABETE =
ANALYZED COMPONENT COMPUTER NAME DETAILS
Windows Services DSP-WS ManageEngineDataSecurityPlus -AgentService
Scheduled Tasks DSP-WS No und
Network Drive Mappings DSP-WS Nothing found
Logon Sessions DSP-WS Logon using:RDP.Host Name SAKTHI-5006.
COM Objects DSP-WS Nothing found
Process List DSP-WS DataSecurityPlusAgentService.exe
DataSecurityPlusAgent.exe
BAREEFFEMAD conhost.exe
s dpclip.
ﬂlEﬁJﬁ BHENERRRA m—
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DAudit Plus ) Home Reports File Audit Server Audit Analytics Configuration Admin Q Sea

Jumpto License

All Alerts Active Alerts Show All Alerts o E-Mail Notification o New Alert Profile #' View/Modify Alert Profiles
Profile Based Alerts v ’ B :

v adapga.com

. . @ Last30Days
Default Domain Controllers Policy

Modified

Default Domain Policy Modified

Erivilege Escalation SFirstdme SEVERITY BASED ALERTS

Utilizing a Privilege

Critical

Il Attention

Unusual Activity -File Delete Count
(Based on User) M Trouble

Unusual Activity -File Modification Critical
Count (Based on User)

Filter Critical Alerts

Unusual Activity -File Activity Time
(Based on User)

Unusual Activity -File Activity 1 1= 15 /EJ j(% l% 17 7/% a = ¥ﬁ 1 =/ HJ[H |}{]E/ AL 2
Count (Based on User) o =—€:F , ﬁL#’%T—B ?t Hj W ﬁlz =B /u\}ﬁg

Unusual Activity -File Failure - et —mam - e 1-250f116 » » 25+
Count (Based on User)

First Time -Process on Server JEME ALERT
GENERATED PROFILE
Unusual Activity -LockOut Activity SOURCE DOMAIN SEVERITY 57 ALERT MESSAGE NAME THRESHOLD
Time (domain based)
Unusual Activity -LockOut Activity adapqa- adapqa.com 1 Attention Dec052019  server 'CN=FILEAUDIT-MS1,CN=Servers,CN=Default-First-Site- Configuration
Count (domain based) dc1.adapqa.com 03:12:03 Name,CN=Sites,CN=Configuration,DC=adapqa,DC=com'was created by Changes
PM 'ADAPQA\Administrator'.

Unusual Activity -User
Management Activity time

adapga- adapqa.com & Attention Dec 05,2019 server 'CN=FILEAUDIT-MS1,CN=Servers,CN=Default-First-Site- Configuration
Unusual Activity -User dc1.adapga.com 03:12:03 Name,CN=Sites,CN=Configuration,DC=adapga,DC=com'was deleted by Changes
Management Activity Count PM 'ADAPQA\Administrator'.

Clect Thrm A Damnaba Amcnme an Lnes
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iEAzure ADFEZ

Active Alerts  Show All Alerts Eo E-Mail Notification o New Alert Profile # View/Modify Alert Profiles

E1EAzure ADRFAEET ASHRT - BIGEA
B  Last24 Hours Emailﬁﬁﬁéﬁ %% ! ’%Eﬂ)l%jjﬁﬁﬁﬁ@%#

Trouble
Critical
0 0
SEVERITY BASED ALERTS Filter Trouble A

Bl Attention
S8 Trouble
Critical

Filter Critical Alerts

21 o A B | 7=

Alerts for Report Profile : Logon Failure E'l- EQ/:E %E’é F"ﬂ *J%- ' E *EEE%T%

& @Clear g Delete g Delete All 2 1-160f16 25+
SOURCE DOMAIN SEVERITY TIME GENERATED + ALERT MESSAGE ALERT PROFILE NAME THRESHOLD
AzureAD zohoadapazure.onmicrosoft.com 1 Atention May 06,2020 05:19:27 AM Logon Failure

Helping your business grow Dluechip e
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ADAudit Plus )

ServerAudit  Analytics  Alens

@

logonAugt~  ADChanges=  GPOChanges~  Compliance =
Administrative User Actions
Period B Lat30Day Hours A v
User Mgmt Computer Mgmt Group Mgme OU Mgmt GPO Mgme
Top Users Modified
”
74
7
60
%0
20
John-0024 Connie-0571 Marion-6241
Q Q' advanced Search
CALLER USER CALLER USER
USERNAME  NAME MODIFIED TIME v DOMAIN CONTROLLER REMARKS DOMAIN DOMAIN
man-4558 mank-4658 Sep 262019 530C A uzer account was ZOHOCORP ZOHOCORP
12:45:57 PM changed.
mank4653 mani-4658 262019 esadc Change Password ZOHOCORP ZOHOCORP
5:57 PM Attempt
mani4658 mani-4658 Sep 262019 e5-adc2 csez zohocorpin.com A user account was ZOHOCORP ZOHOCORP

124557 PM changed.

Helping your business grow

Vwmlym; s Custom Reports

Domain

v
SelectObjects  All m
*r Acato [ More
SEMER  EEEBRREEAE
T RE T EEE X I o~ -
E: 4 ohr o w W LS
/B R/ RF4H/OUEBIGPO S 5
s1 s
Lee-21%
1-250f29069 » » 2Sv  AdW/Remove Columns
EVENT
NUMBER DESCRIPTION
4732 User account ‘mant-4658' was changed by ZOHOCORPIMank4658'. Changed Aztributes : ‘Password Last Set'
4723 Change Password Amtempt by user ‘mani-3658". Status:Success'
4738

Uszer account 'mani-4658° was changed by ZOHOCORP\mani-4658', Changed Attabutes : 'Password Last Set

ouecCnip -




3. DownloadNow  jumpto Liense M’ Jobs 2 O ~

Reports File Audit Server Audit Configuration Q, Search. © Domain Settings.

udit Reports v Local Logon-Logoff + File Integrity Monitoring v Printer Auditing v Favourite

[Fa Custom Reports % Aggregate Reports

Confgured Serveris) ” All File or Folder Changes on Server ( FIM ) Domain  admanagerplus.com v
File Integrity Monitoring -

All File or Folder Chan ~
All File or Folder Changes Period @  Last24Hours Hours Al [Business Hours] v Select Objects Al m
File (or) Folder Created

2 ExportAs Addto s M
File (or) Folder Modified e * .

File (or) Folder Deleted All File or Folder Changes
File (or) Folder Moved

All File/Folder Changes by Server [
File (or) Folder Renamed

Folder Permission Changes

S B 1= VIS - 35 5ot g o
I - BB IDEER

File (or) Folder Copy-N-Pasted

I File/Folder Modified
A I File/Folder Permission changed
A M File/Folder Created

Falled attempt to Write File \ M File /Folder Audit Settings(SACL) changed

Failed attempt to Delete File | 29 I File (or) Folder Copy-N-Pasted
| I File/Folder Deleted
USB Storage Auditing » File/Folder Owner changed
Printer Auditing »
Powershell Auditing »
ADFS Auditing »
AD LDS Auditing »
LDAP Auditing » :
Q  Q Advanced Search 1-25058 » » 25+  Add/Remove Columns
Network share Auditing » < N
Local Logon-Logoff » TIME CLIENT !
FILE / FOLDER ACCESSED ACCESSED MACHINE ACCESS TRANSACTION RECORD PROCESS !

Local Account Management »

SERVER NAME REMARKS LOCATION v BY MESSAGE NAME TYPE USER SID ] NUMBER 0 I
Server Audit Reports »

. admandemo.admanagerplus.com temp.txt An attempt C:\Program Files Mar admanager User ‘admanager’ Modified file/folder . 2 §-1-5-21- . 83375545 0x11028
Process Tracking v was made (x86)\rootihome\iowA 25,2020 ‘C:\Program Files 1484795863-
Policy Chan 5 0 access 07:18:47 (x86)\rootinome\lowitemp. ixt. 58162057
S AL ) an object AM 2169609511-

Computer Start and Shutdown » 1103
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Compliance « Favourite Reports « F Z Analytics [F& Custom Re|

SOX HIPAA PCI-DSS GLBA FISMA GDPR 1SO 27001

Logon Failures User Management
Account Lockout Analyzer Recent User Logon Activity
All AD Changes By User

Member Server Logon Activity

Administrative User Actions

SOX HIPAA PCI FISMA GLBA
Dluechip ”
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Business Hours

ACTIONS

,
=]
(0

,
=]
(0
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Business Hour Name OnCall
From 9PM v To  9AM v

Select Days Sunday,Monday, Tuesday,..

NAME DISPLAY NAME FROM TIME
OP_(D) OP (D) 7

OP_(E) OP_(E) 15

OP_(N) OP_(N) 0

TO TIME

15

24

SELECTED DAYS

Sunday,Monday,Tuesday,Wed..

Sunday,Monday,Tuesday,Wed..

Sunday,Monday,Tuesday,Wed..

Dluechip B
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User Work Hours Domain  admanagerplus.com v

d

@  [User crunch schedule runs daily at 3:00 AM] Click here to crunch : [Run now]

Period @ last6Months Hours  Business [Business Hours] v Select Objects  abe.d.edfg acid ...
[2 ExportAs o Addto [ Mor
User Work Hours
User Attendance L
2021-06-21:a. 5.279
g
S 2021-04-20:a. 0.027
2021-03-25a...  [0.077
0 1 2 3 4 5 6
Hours
Idle Hrs Active Hrs
& Q¢ Advanced Search 1-30f3 25+  Add/Remove Columns
WHO WHEN ~ TOTAL HRS WHERE FIRST IN LAST OUT ACTIVE HRS IDLE HRS
admanager Mon, 21 Jun 2021 05:16:43 admandemo.admanagerplus.com Jun 21,2021 10:38 AM Jun 21,2021 03:55 PM 5:16:43 00:00:00
admanager Tue, 20 Apr 2021 00:03:41 admandemo.admanagerplus.com Apr 20,2021 11:30 AM Apr 20,2021 11:34 AM 4 00:01:37
administrator Thu, 25 Mar 2021 00:04:38 admandemo.admanagerplus.com Mar 25,2021 09:14 AM Mar 25,2021 09:19 AM 04:38 00:00:00
1-30f3 254

Dluechip

Helping your business grow




2. ADAudit Plus &8I 3 K 28 —
. @
3.Email 3B 4[]
ManageEnginéq‘
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ADAudit Plus

Domain Controller (4333 1%l 28)
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Top User Logon Failures Logon Failures - Error Code

LAST 1 DAY

44 ‘]
Account disabled, expired, or locked out

COUNT: 99.7%

COUNT

0

12.91k

| Account disabled, expired, or locked out

I Bad password
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Gartner Peer Insights Customer’s Choice for SIEM

Gartner
peerinsights

customers’

choice
2020
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Our customers have spoken! We're thrilled to be

named a Gartner Peer Insights Customers’

Choice for SIEM once again!
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ManageEngine #Bhi%

« ITILREXEENRFEE
- FARMEEETS

. LS EEANADEE m
. KEIBFRSHE i
. IERERIELRELRIE

. BEBRERITEX

ﬂ- iﬁ E ﬁﬁ ﬁ IT% IE I_EIF% > < Active Directory @ a - Server. h
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i1EManageEngine
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THANK YOU

Any Questions?
Or
Contact Kerry
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