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Introducing Network Configuration Manager
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Device Details
IPAddress

Device Name

Credential Status

Device Template Name
Associated Tag

Backup Status

Syslog Change Detection
Baseline-Running Conflict
Startup-Running Conflict
Running Config

Startup Config

Policy Compliance
Last Operation

Last Successful Operation at

43

O

192.168.50.140

192.168.50.140 @

SSH @

Cisco 10S Rox

on 25
N

\

=

Edit device details

m . N

line Version (1)

o ComplianceCheck

May 27,202109:45 AM

Device System Information
Type

Series & Model

OS Type & OS Version
SNMP Credentials
System Description
System Location

End Of Sale Date

End Of Support Date
Name

Email

Phone No

Drafts

Draft Name

Created By

miEAEERNFT AR

SNMPEICLIEVEE %

CiscoRouter

C2951 & CISCO2951/K9

10S& 15

Not Available (2

Not Available
Not Available
Not Available
Not Available
[NA]
[NA]

[NA]

Page[1_]of 1

Last Modified On

[50 w|

Base Q
Version

No records to view

Discover Your Network

IP/HostName @ IPRange

® v4 vé

Start IP

End IP

NetMask
255.255.255.0

Credentials
Search
Select All

NCM_CRED_Snmp_new 1
NCM_CRED_Snmp_opm_Public

NCM_CRED_Snmp_opm_Simulator

Public
NCM_CRED_Snmp_opm_chekc

CSV File Import
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Config Changes

o ] | ——
and S'tar"tup Eﬁ/@/_\%éﬁ'féj% Jun22,201819:01PM 14 Not Available Running Unauthorized

May 31,2018 21:01PM 13 Not Available Running b Unauthorized
— |—'—|
PY E E)J /fl:; EE \H 6-]\ ’ ji O  may2s.20181101aM 12 Not Available Running )@ Unauthorized
/
May 23,2018 19:.01PM 11 Not Available Running ¥ Unauthorized
4% _‘l' ﬁl:@* 1 X

|@ H May 11,2018 19:16 PM 10 Not Available Running B Unauthorized
_ Apr 23,2018 21:40 PM 9 "ncm" Running ¥ Unauthorized

re=h <K X p = /5 I= —
(] EE SN E =7 J ° T O 15 %,{E Apr17,201814:37PM 8 "nem” Running B Unauthorized

Unauthorized

\ Apr 17,2018 14:32 PM 7 "ncm" Running P ut
ARZS » IRE R RS A S
= I:l Apr 16,2018 12:55PM 6 “nem' Running 3 Unauthorized

Apr 13,2018 15:15PM 5 “ncm" Running B Unauthorized
Apr13,201813:15PM 4 "nem" Running B Unauthorized
Apr 05,2018 20:51 PM 3 NCM User: admin Running Authorized
Mar 30,2018 13:01PM 2 Not Available Running 8 Unauthorized
Mar 29,2018 16:52PM 1 Not Available Running Authorized
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Network Configuration Manager

LHS Config Diff View v Added-(31) ¥ Modified-(339) ¥ Deleted-(76)
Host Name
836  ipweepredirect excludein ipweep redirect exclude in w
e —— 837  ipwecpweb-cache redirectin ip weep web-cache redirect in
o Ty 838 ipwccpweb-cache redirect out ip weep web-cache redirect out
839 ip flow monitor NFAmonitor-Deepu input
Running
840  ipflowingress
Configuration 841 ipflow egress
Version 1 842 noiproute-cache
843 duplexauto duplexauto
RHS 844  speedauto speedauto
st N 845  timeoutabsolute7 timeout absolut
. 846 service-policy type performance-monitor input NFA-POLICY-MEDIANET
slus 847 service-policy type performance-manitor autput NFA-POLICY-MEDIANET
Config Type 848 mace enable mace enable
RUnNiNg 859 ipflow-exportsource GigabitEthernet0/1
860 ip flow-export version 5
Configuration 861 ipflow-export destination P
Version 8 862 ip flow-export destination
881 ipaccess-list extended NFA-ACL-AVC
882 permit tcp any any
907 ipslaschedule 102life forever start-time 20:00:42 Dec 14 ageout 60 ipslaschedule 102 ife forever start-time 20:00:41 Dec 14 ageout 60
913 ipsla schedule 103 [ife forever start-time 19:30:04 Dec 15 ageout 60 ipsla schedule 103 life forever start-time 19:30:03 Dec 15 ageout 60
914 ipsia104
915 udp-jitter % source-ip ) [ | source-port 1638

71 ulaw acvantaze-factor 4



ConfigletsB &b

« ZENCM > BEE LB
HITERENE

- HHEPITHETE R
<

- REE[FRST > HlANE
HTE)AS

Name

Cisco I0S Firmware Upgrade

Execution Mode

Advanced Script Execution Mode v

Select Vendor

Cisco -

Description

This configlet is used to upgrade firmware in Cisco |OS devices

Associate Tag

No Tags Select Tag (optional)

Note :The variable name cannot be 'NO_ENTER' or 'NO_RESPONSE' as they have predefined meaning.
Normal variable name should not start with 'LV' or 'for"
Loop variable name must start with 'LV".

Configlet Content

<command Sequence="1' prompt="]?'>copy tftp flash</command>

<command Sequence="2' prompt="]?">$TFTP_SERVER_IP</command>
<command Sequence="3' prompt="]?'>$SOURCE_FILE_NAME</command>
<command Sequence='4'>$DESTINATION_FILE_NAME</command>

<command Sequence='5' Condition='contains' Value='$DESTINATION_FILE_NAME' Success="6'
Failure="end'>show flash</command>

<command Sequence="6' prompt="confirm]'>reload</command>

<command Sequence='7'>y</command>

<command Sequence="'8'>config t</command>

<command Sequence='9'>boot system $DESTINATION_FILE_NAME</command>
<command Sequence="10">exit</command>

<command Sequence="11'>show version</command>
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HIPPA/SOX/PCI
CISCO 105
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CiscolOSPolicy

Policy for Cisco 10S devices. NCM runs
through all the associated devices
Running configuration and ensures the
configuration stay compliant to the
policy's rules.

Your organizationis
compliant to
Regulatory Mandates

100%

Compliant

Actions

Run Compliance Check
Associate Devices
Run Adhoc Test

Generate Report

2

Compliant

0

Violation

0

SOXPolicy

SOX Compliance Policy. NCM runs
through all the associated devices
Running configuration and ensures the
configuration stay compliant to the
policy's rules.

No Data Available

Run Cor
Associa
Run Adk

Generat

There are no devices associated to this policy. Click he
If already associated, please Run Compliance Check tc
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Critical
EU H Z f ﬁ 1 Severity ranges from Base Score 9.0 - 10.0 | Exploit Count - 2
j Ny |:| "\ D DX Important

Severity ranges from Base Score 7.0 - 8.9 | Exploit Count-0
4 HIEZ = 69
S|~ D Vulnerabilities
=2//F/ =

23 Moderate
Severity ranges from Base Score 4.0 - 6.9 | Exploit Count-0

a5 /—I_\ Cv E | D L RE3 1$Q / £ e S s o B S0 0 B CHRED
o] 3R Um B FTEIES

Dashboard Inventory Config Automation Firmware Vulnerabilities Compliance Settings

Network Reports Configuration Reports EOL/EOS Report Compliance Report Vulnerability & User Reports PCI Report Custom Report

Vulnerabilities Count

Firmware Inventory

Device Type OsType OsVersion DeviceCount
» Cisco Router 105 11.3(3) 50
» Cisco Router 108 15.1(3)T1 2
» Cisco Router 10S 15.3(2)T 2
» HPSwitch [NA] [NA] 1

»  Juniper SRX JunOS 9.6R2.11 1
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Probe Server | Probe Server 2

10



S IRITEIREE?

=
° oo «

TN

\ z

— ZE* peag==]
- /E.\%%
= ﬁﬂ%%ﬁ%

1;.‘4-'. 44

ll\I:Ill\

— Startup—running =8

Dashboard
Overview

NCM Devices Summary Recent NCM Alarms

Display Name Device Type 08 Type

Configuration Changes Summary Pending Request

Network Policy

R t 10 Config Ch,
ecen onflg Lhanges Violation Summary

Versionld Host Name Captured On

192.108.150.10

192.108.150.10

NCM Devices Summary Recent NCM Alarms

Display Name Device Type 08 Type

CiscolOSPolicy

CJ Device-Policy Violations

SyslogServerLoggingEnabled
Major

NoConsoleLogging
Major

NBAREnabled
Major

SNMPLocationGiven
Warning

SNMPContactGiven
Warning

SrPasswordLengthEnabled
Warning

SNMPLocationGiven
Warning

SNMPContactGiven
Warning

SrPasswordLengthEnabled
Warning

L Device-Policy Compliant Rules

SrPasswordEncryptionEnabled
Critical

CheckingDescription
Critical

NoPublicCommunity
Major

DomainNameServiceDisabled




%1% NETWORK CONFIGURATION MANAGER

Good Choice
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CISCO Enterprise
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More..
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Professional Edition

Devices CPU(Ghz) RAM(GB) Disk(GB)
50 2 4 100
200 2.3 4 150
500 2.5 8 200
2000 3 16 300
5000 3 32 500
Enterprise Edition
Central Probe
Devices CPU(Ghz) RAM(GB Disk(GB)  CPU(Ghz) RAM(GB Disk(GB

50 2.5 16 100 2 4 100

200 2.5 16 150 2.3 4 150

500 3 20 200 2.5 8 200

2000 3.5 32 300 3 16 300

5000 3.5 32 500 3 32 500

20000 3.5 48 500 3 32 500
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e OS
— Windows Server 2012 R1 & R2
— Windows Server 2016

— Windows Server 2019

 Database
— MS SQL 2019 (from build 125379) 2017, 2016, 2014, 2012
— PostgreSQL (N#£)

* Protocols
— SNMP v1/v2/v3, Telnet, SSH v1/v2, and TFTP



