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All-in-one Monitoring
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Storage

Monitoring

IP Address &
Switch Port
Management

Application
Performance
Management

Network
Performance
Monitoring

Bandwidth &
Traffic
Analysis

ManageEngin?

OpManager Plus

Configuration
Management

Firewall
Management &
Log Analysis
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OpManager Plus - #8555k

* Intel Xeon 3.5 GHz 4 cores/ 8 threads or higher.
16 GB or higher

40 GB minimum

Windows or Linux

K #E PostgreSQL / ZEMSSQL
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Quick Configuration Wizard

£ 3

= 2R 1 B A

Use the quick configuration wizard (QCW) to perform advanced configuration changes across multiple devices effortlessly.

Device Templates

E

Event log rules

Manage / Unmanage devices

=l

Discover Add-On Devices
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Notification Profiles

Device Dependencies

Alarm Suppression

Service Monitors

(o=
[=—1=]
IS
==

Credentials

Monitoring Intervals

Threshold Settings

Delete devices

15|

Update Device Display Name
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Default Dials

129 131 133 154
' o Y 4

100 % Response Time (SNMP) %
Availability (SNMP)

LO NN

Packet Loss (SNMP)
130 132 153
Startup Running Conflict Diff RouterCPUUtilization
4 .\'/'\
b LR y— ./'\
13 0 1 cammen i s 4 . .
./
20
Added Modified Deleted
15
Diff with Baseline
10
0 0 0 5
Added Modified Deleted

14:24 14:39 14:54 15:09 15:24 15:39 15:54 16:09 16:24 16:39 16:54 17:09 17:24 17:39 17:54 18:09 18:24
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« |CMP Ping
 Traceroute

« Telnet/SSH

« Switch Port Mapper
« SNMP MIB Browser

- BREZS
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i OpManager Plus

Dashboard

General Settings

Tools

Ping Tools

WMI Query Tool

CLI Query Tool
Address Monitoring
Network Monitoring
SNMP Tools

Cisco Tools

MIB Browser
Forward Trap
Forward Syslog

Syslog Viewer

(+1) 888720 9500 (i) Request Deme

Network Servers Virtualization Alarms Maps Apps Workflow
Configuration Monitoring Notifications Tools NetFlow NCM Firewall
Ping Tools
Ping SNMP Ping Proxy Ping Trace Route
IP Address/Host Name
Ping Status

1

System up and running

Pino Reennnee
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CPU Utilization (WMI) Memory Utilization (W... Disk Utilization (WMI) 1 OO %

Availability
CPUO

: e ' 001ms

Response Time (ms)

1222 12:46 13:10 13:34 13:58 14:22 1445 15:09 15:33 15557 16:21 1645 17:08 17:32 17:56 18:20 1844
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o Windows AR¥%
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Top N Qos Top N Application

W netbios-ns --41.75MB
GMail -32.03MB

B AF12--49.32MB B Cs1--493MB W facebook - 27.62 MB
000011 --49.18 MB Default - 41.42 MB W Blogger - 10.67 MB
W CS7--413.99KB B 000100--336.74 KB M Cricinfo--5.69MB

O~ @ » Top QoS

B netbios-dgm -- 37.42MB
Yahoomail -- 32.03 MB

B twitter - 16.37 MB

W DCN-MEAS _App - 8.54 MB
http -3.2MB

QoS:2LHNN-495MB
Traffic : 78%

Application

250000

200000

150000

100000

Traffic(Application)

50000

1530 15:44 15:58 16:13 1627 16:42 16:56 17:11 17:25 17:40 17:54 18:09 18:23 18:38 18:52 19:07 1921 19:36
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® IN

19:50 20:05 20:19 20:34 20:48 21:03 21:17 21:32 21:46 22:01 22115

OUT Type Application ~ o =

® ST App

® TRUNK-1_App
® IDPR_App

® IPV6_App

® HMP_App

® TLSP_App

® MUX App

@® GRE_App

® XNET_App

® EMCON_App
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= Inventory 33. N | X
ENER AR
Add Schedule
Backup Failed v, A . 101421100 CiscoSBSwitch
Not Backedup
Backup Success . v, R . 1921601 FortiGateFirew...
AVIIA0IC UEVICCS CICCLCA LEVICes
.
33 \ . 19216811 3ComSwitch cisc02081 192.168.0.1
a 3 49, .142.1,
A . 19216811122  Force10Switch £92.30045:5 S0S42 2200
192.168.111.22
N . 192168310 FortiGateFirew... 192.168.49.42
192.168.49.106
[ 192168491 CiscoSwitch TV
BB ERE HEE e ~
L. 1921684910 FoundrySwitch Send Email Notification
2 19216849100  CiscoSwitch meSehoson
Clsco 10S Switch 21 - o (Use, for multiple address)
_
Cisco 105 Router 3 T . 19216849101  JuniperSwitch
Foundry Switch 2
1 T . 19216849103  CiscoSwitch Hourt Execute On
Y
FortiGate Firewall - version 4.0 and 12-10-2017
50 ! 19216849106  CiscoRouter Daily
2
— 2 Exccute At
T . 19216849412  CiscoSwitch Weekly
:Phwmsnitch 1 19 v Hours 33 v Minutes
:Comzoocs«mm 1 T . 19216849113  CiscoSwitch Monthly
Cisco 300 Series Switch 1 .
e P .. 19216849419  CiscoSwitch Once After Every:
Juniper EX4200 Switch 1 1 *  Hours
o P
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= Inventory

Unauthorized

ChangedBy | Vendor | Model | Config Type

Not Available 122
NCM User: admin 15
-
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Devices

Captured On

Feb 10,2016 11:29,

Feb 08,2016 11:33

Feb 10,2016 12:52

Feb 08,2016 16:21

Feb 08,2016 10:40...

Feb 08,2016 16:31

Feb 08,2016 14:30

Feb 08,2016 16:30

Feb 08,2016 09:30

~

7

Groups

Host Name

192.168.49.101

192.168.49.106

192.16849.106

192.168.49.106

192.168.49.106

192.16849.106

€isc02081.csez.20h0.

Cisc02081.csez.z0h0.

<€isc02081.csez.zoho.

B8 - 1R E B

R E
b MBS AT

5

Compliance

IP Address

192.168.49.101

192.168.49.106

192.168.49.106

192.168.49.106

192.168.49.106

192.168.49.106

172212101

17221.2.101

17221.2.101

Changes

Version

3

5

IERIAR

Changed By

‘root’

de

de

de

NCM User: admin

NCM User: admin

NCM User: admin

NCM User: admin

NCM User: admin

= 43K

n\I

ConfigType Change Type

Startup

Running

Running

Running

Startup

Startup

Startup

Startup

Startup

@ Authorized

@ Unauthorized
@ Unauthorized
@ Unauthorized
3 Unauthorized
@ Unauthorized
@ Unauthorized
@ Authorized

@ Unauthorized

2Ry

ii

1

i—
B -
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Policy Details (16)

Host Name Policy Name Compliance Status
1921684925 P ciscolospolicy DsD712@2
192.16849.1 P Ciscolospolicy DS 702@2
192.168.49.24 P Ciscolospolicy D 570202
1921684931 '@ ciscolospolicy D sM702@2
192.168.49.15 P ciscolospolicy D sM712@2
192.168.49.106 P Ciscolospolicy D36 13D«
192.168.49.103 " Ciscolospoliy Ds(D7002@2
1921684991 '@ Ciscolospolicy D57 02@2

CiscolOSPolicyStatus
Compliant Devices
Devices violating Policy

Compliance data not
available

o =

Last Checked At

Mar 17,2016 17:10PM
Mar 17,2016 17:10PM
Mar 17,2016 17:10PM
Mar 17,2016 17:10PM
Mar 17,2016 17:10PM
Mar 17,2016 17:10PM
Mar 17,2016 17:10PM

Mar 17,2016 17:10PM

ju

SEEETHE °

Device Count

0% o

I 100% 16

Rules(16)

Rule Name

»  PADServiceDisabled

ConsoleTimeOut

NBAREnabled

EnableLoginFailureLogs

NoConsolelogging

SePasswordEncryptionEnabled

DHCPServiceDisabled

Compliance Details
P16 adso Do
Pz 0o
"Praadez 00
"P16adeo O 0
P16 adwo O 0
"P1sado O 0
P16 edso D0

% 0

Compliance Type All ~

Remediation

INA)
(NA)
(NA)
INA)
(NA)
INA)

(NA]

o)
AP
2\E_l:
o}
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Firewall Traffic Statistics

Firewall Security Statistics

12000

10000

#Events

Cisco_PIX
Device Attacks
Name
Cisco PIX 21

FGB00C39
13800555

Sonicwall

Helping your business grow

W Denled Events
Security Events
| Attacks

FG800C3913800555

Virus

Event Type

Failed
Log Ons

Sonicwall

Security Denied Config

Events Events Changes
582 11649

486

399

»

»

>

60000
40000
20000
0
% 2 8 %, %,
%, %, % ‘N "%
3 4, ", 00(129, 4,%’)/,
Jg%
R
Resources
Device Name Sent Received
Cisco_PIX 3.65GB 28.07MB
PaloAlto 31.44GB omMB
» :GSOOC391380055 4.98GB 66.18GB
CheckPoint OMB 9.32GB
Sonicwall 16.52MB 20.15MB

»

Total Bytes(MB)

B Messaging
FTP

W File Sharing

| Name Servico

M Secure Shell

W News

W Database Ap...

m ICMP

W Network Sec...

M SNMP

| Services

m Web

| Windows Pro...

Total

3.67GB

31.44GB

71.16GB

9.32GB

36.67MB

AR
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.
O bJ e C -t S Policy Overview Optimization Unused

Statistics Select Policy

7|\ E Total Rules v
Name Source
— A‘ : | 1 ExternalNetwork1
2 ProjectCelioServers
j:l t 3 Any
<
4 Any
*D E 1& =)l /CEII 5 1721620051
PN aX
6 172.160.10
7 Any
8 172.16.200.0/255.255.255.0
9 Any
10 Any
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Rule Reorder

Destination

TeamOPM

TeamCelio

Any

Any

100.1.1.7

100.1.1.20

100.3.21.95

Any

Any

172.16.200.50

Source Interface

ASR-END

ASR-END

ASR-END

ASR-END

ASR-END

ASR-END

ASR-END

ASR-END

ASR-END

ASR-END

am

BRI R -

(|  CiscoPIX -

Destination Interface Sen
Inside ce
Inside MPr
Any Any
Any Any
Inside Any
Inside UDF
Inside UDF
Any Any
Any UDF
Inside Any
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Firewall Reports Ficewall reports
=)
— objects a3
:;]:
oooooo =
/\ - ) 71163
- JTHE
106
LhangoMancgomant
— A‘ L Rule Manogemet
Secury Axlt
wn
s )
_— = }
FELAt X | ‘ s
- PN AX /CE
Ton Security Events Resolve DNS at
=i
Wamng
=ircr

= Critka
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IPEASwitch Port 18 - IPEIE

- EIE IPv4 F] IPv6 izt » EHAE R FRBRDGER 22 S
BRI A IP I EAREE o

BasicSettings  Tools

OpUtils

IP Address Manager
=0 MAC-to-IP Mapping
R SPM General Scheduler Configure Alerts Clean up Policy Publish Custom Columns
:»Qi IPAM
- Rogue v Retain Previous Device Information of Available IP Addresses
Ping Select this option to remember the MAC Address and device details to which the IP was assigned previously till it get
Syslog assigned to a different device.
DNS Server Name
[Enter multiple addresses as comma separated ()]
Note :Specify the DNS Server to be used for resolving the DNS Names of the IP Addresses..
24
e
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IPEASwitch Port =18 - Port=12

o ENRFEEZRPort ERY IP ~ MAC ~ AREE ~ IREF I - 1214

— ERERL @B%\T ssss T WFT, “mo
- BBERE = .
— EAEE o — o
— D4EEE

— SZEEA

— KK

- I\\HEQ@//\JIE

— Switch port &£ 5%
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- EHRIRIEEHes *EI%HE51 PMEAMETF R AR Sl 2=
- —J?HT VBN RRAEEFCAREDT  SPETER -
- 2RARIFE E‘ERIE,@J‘EJ Hﬂ;zuﬂl LR e
— PIEYEHEX port L/(IZ)SJHE.%%T% E’]ﬁ’—

bbbbb

8
25 5 5 8 2 2 5 35 &
2l2lelelzlelelslz &
& § % 8 % <

g

2

H
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9B KAVHERRINAE

. FEFITRRRRBURIKIESE

-« {EHR

A

DT AR EE R
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Overview v

Network v

Servers v Virtualization v

Storage

Business View
Server BV (17)

72.21.00.183 mickey-w2K8r2:r...

peickey-wok8r2-k... mickey-u16-64- mickey-w2k8r2;... g
/
/

k - HoiRaaET Admgr-mbx
Infrastructure Snapshot
Name Alarms Devices Problematic Devices
() Server 61 29 14
o Router 8 4 2
(%) Switch 6 1 1
™~ Nacltan 21 L) 1

Helping your business grow

/
mickey-w2k8r2-o...
/

v

/\—l—
J I IH

NetFlow v

NCM v Firewall v IPAM

HeatMap

Clear

Critical
Service Down
UnManaged
Attention
Trouble

46

Devices by CPU Utilization

No Data Available

v

More
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3 D T % E TE i¥ Dashboard Inventory Network Servers Virtualization Alarms Workflow Settings Reports
= ~N Layer2 Maps - NewLayer2Maps * | 4 v & X
NI YA NewLayer2Maps
+ Neto .0.0.38
— FEF DR - o L /
100029 \ Osimulated
10.0.0.10sikqulated
HEABEFRLE
— > 2simlated
10.0.0.28 10.0.0.13simulated  28imulated
AN ML/ 2simufated
- RILE o
4 < \’_- 10.0.0

:}/_’\\ I: i‘ - 10.0.027 wulawd 10.0.0/3simulated 10.0.0.1simylated
— =) E S E/

e

+
o+
mEp

e

1simulated 10.0.0.39
2simulated,
10.0.94simulated

d

\

Osimulated
Osimulated 10.0.0

Osimulated

— simulated
10.0.0.26 10.0.0.5simbated Tsimulated

10.0.0.2simylated

2simulated 1
N

gl
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SampeCCTV  CustomDashboard

MSSQL Services by Availability

Device Name

OPMPLUS-Server14

URLs by Availability

Name Device Name

ManageEngine_URLMonitoring
SampleURL
SampleURL1_DeviceSpecific
SampleURLMonitor
SampleURLTemplate
SampleURLTemplate

SampleURLTemplate

Helping your business grow

Service Name

MSSQL Server

Availability (%)

Availability (%)

opm-qa4.csez.zohocorpin.com
opman-hyperv

skalabal

172.21.2.101

fortigateO

CustomDashboard

I 100%

100%

100%

100%

100%

100%

100%

100%

Windows Service Availability

AD Services by Availability
Device Name «
OPMPLUS-DomainControllerl

OPMPLUS-DomainController1

OPMPLUS-DomainController1
OPMPLUS-DomainController1

OPMPLUS-DomainController1

OPMPLUS-DomainController1

Service Name Availability (%)

DFS Replication
DNS Client Service
Intersite Messaging Service

Kerberos Key Distribution Center
Service

Net Logon Service

Remote Procedure Call (RPC) Service
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0 4

IERE

—
X /% S

OpManager NetFlow NCM Firewall OpUtils Audit
(O AllAlerts
Category Filter by Period
All Devices v AllDevices v Lastmonth
Device Name Message

OPMPLUS-DomainController1l

OPMPLUS-DomainControllerl
OPMPLUS-Firewall2
OPMPLUS-Router3
OPMPLUS-Switch
OPMPLUS-Router4

OPMPLUS-DomainControllerl

OPMPI 1IS-Server?
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Windows NT Service Windows Time is Up

OS Processor Queue Length is now back to
normal, current value is 0 Queue

Device Configuration Backup failed for
192.168.49.6 at Jun 02,2018 15:21 PM

NCM operation failed for 192.168.50.131 at
Jun 02,2018 15:47 PM

NCM Script Execution operation failed for
192.168.50.130 at Jun 03,2018 17:57 PM

Device Configuration Backup Success for
192.168.50.140 at Jun 03,2018 18:19 PM

Microsoft Exchange Unified Messaging
Service Service is Up

Devire Artive and Recnnndine

Report Settings

Severity

@ Clear
@ Clear

€ Critical

€ Critical

€ Critical

@ Clear

@ Clear

M Clear

Time Window / Business Hour
Full 24 hours

View Records
v Al

Category

DomainController

DomainController

Firewall

Router

Switch

Router

DomainController

Server

Y Filter

Export
Export to PDF

@ Export to Excel

(23 Export | = More Actions

X

1Jun 2018 04:14:00 PM IST

2Jun2018 11:45:12 AMIST
2Jun201806:51:27 PMIST
2Jun201807:17:49 PMIST
3Jun 2018 09:27:29 PMIST
3Jun 2018 09:49:20 PM IST

4Jun 2018 12:28:30 AM IST

4 hin 2018 N2-5A-53 PM IST

=
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Dashboard Inventory Network Servers Virtualization Alarms Workflow Settings Reports
Active Alarms All Alarms Event Log Alarms Syslog Alarms Trap Alarms NFA Alarms NCM Alarms Firewall Alarms Web Alarms Storage Alarms Events < >
- Active Alarms (137) E @A = Qq
137
The remote server machine does not exist or is unavailable | opmanhv-node2.opmanhv.com | DomainController | admin | Trouble | 2  admin: test now ofe
The remote server machine does not exist or is unavailable | Opman-w2k12r2-hv | Server | UnAssigned | Trouble | now
@ The remote server machine does not exist or is unavailable | Opm-scale2 | Server | admin | Trouble | now i
The remote server machine does not exist or is unavailable | opmanhv-node1 | Server | admin | Trouble | now ufe
35 ) @ Device Configuration Backup failed for 192.168.50.130 at ... | HpSwitcH | Switch | admin | Critical | 30daysago i
Please verify the CITRIX credentials | 172.21.10.183 | Server | admin | Attention | 31daysago ufe
26
@ NCM Compliance Check operation failed for one.one.one.o... | OPMPLUS | Unknown | admin | Critical | 32daysago ufe
ManageEngine OpManager Agent Service is not communic... | OPMPLUS-Server5 | Server | UnAssigned | Attention | 33 days ago
@ NCM Compliance Check operation failed for 192.168.50.1... | OPMPLUS-Switch | Switch | UnAssigned | Critical | 33 days ago
@ OS Processor Queue Length is 15 Queue, threshold value f... | Opm-ad1 | DomainController | admin | Critical | 33daysago i
@ NCM Script Execution operation failed for 192.168.50.131 ... | cisco.itom.com | Router | admin | Critical | admin : Checking issue eddie 34daysago o
APM Plugin: Root Cause : 1. Buffer Hit Ratio 100 = 100 % (t... | Opm-scale2 | Server | UnAssigned | Attention | 34 days ago
132 ; O
@ MSSQL Instance [Default] - Excess Total committed memor... | Opm-scale2 | Server | admin | Critical | 34daysago i
@ Windows NT Service Windows Time is Down | Opm-scale2 | Server | admin | Service Down | 34daysago i
5
M NICM Qrrint Fvariitinn anaratinn failad far 102 148 BN 140 | Malah1 Malah1 itam ram | Rauter | admin | Critical | R4 dave aon
Page (1_]of 2 View E1
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Create Notification Profile

Choose the profile type you would like to receive any fault in your network or devices.

B Email

Get notified by an email alert when an alarm
is generated.

Run System Command

Lets you execute a command automatically
when there is an alarm.

B SysLog Profile

Get notified by SysLog messages when this
profile is triggered based on the configured
criteria.

Helping your business grow

E:CT] Email based SMS

Get notified by an email alert when an alarm
is generated.

E Run Program

Lets you execute a script/ program
automatically when there is an alarm.

B Trap Profile

This profile allows you to receive SNMP
traps when it is triggered based on the
configured criteria.

S sms

Get notified by SMS alert when an alarm is
generated.

Log a Ticket

Lets you log trouble tickets in ServiceDesk
Plus/ ServiceNow when an alarm is
generated.

Chat

Get notified by slack when an alarm is
generated.

Web Alarm

Get notified with a sound alert when a
critical alarm is generated.
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Vavlaw
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5:37PM

Dashboard

Enterprise Dashboard  System Performance  CustomDashboard  RealTimeDashboard

Devices by CPU Utilization

HeatMap

Infrastructure Snapshot

Name. Alarms Devices Name Max Min

Active Alarms (567 )

Devices by Memory Utilization

Opm-val6,
CPU tiization is 49%, threshold value for this monitor
s 35%:Top 3 Processes:-svchosté3 - 0.36%chrome.

Name

g0

priya-4229.csez zohocorpin.com
Permission denied Verify WMI credential

Malar-6008 001ms.

Permission denied-Verify WMI credental

192.201.26.1

s Critical

Opmanhv-node2
Number of Processes is 149 Processes, threshold value
for this monitor is 99 Processes

Category Server

e Windows 2008 R2

Microsoft

opm-val
CPU tiization is 49%, threshold value for this monitor
5 35% Top 3 Processes:-svchost#3 - 0.36%ichrome.

AM(MB) 16000

3minures ago

opm-qas
Parition Detais of the Device(’) for /is 31 Percentage,
threshold value for this monitor is 30 Percentage

Alarm Details

Thread Count:Response timed out after 10 seconds

Cisco2081
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Figure 1. Magic Quadrant for Network Performance Monitoring and Diagnostics

AR — 0 A
Gartner’s L
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ABILITY TO EXECUTE

COMPLETENESS OF VISION — As of January 2019 © Gartner, Inc

Source: Gartner (February 2019 P
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THANK YOU

Any Questions?
Or
Contact Kerry
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