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A comprehensive cloud log management solution
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Amazon Web Services (AWS)
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Google Cloud Platform
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 Amazon S3 log management

« Amazon S3 bucket activity

« Amazon |AM user activity

« AWS security group change auditing

« AWS auto-configuration

 AWS Elastic Load Balancing traffic analysis

- Amazon Relational Database Service (RDS) activity
* Forensic analysis of AWS CloudTrail logs
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e User activity

« Changes made to permissions and network security groups
« Virtual networks

 DNS zones

« Storage accounts and databases

* Resource locks

* Network security group traffic

« Allowed and denied flows

« Virtual machines
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« User activity and identity and access management
* Network security and services

« VPC activity

« Hybrid connectivity

« Cloud functions

App Engine

« (Google storage

« GCP resource management
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« RAGFHEZZEZINEE - BIFE

« TEE ZAWSHRTS
— CloudFront, VPC Flow, RDS, Lambda, Glacier, DynamoDB,

Redshift, Elastic Beanstalk, Kinesis

-« TEE ZAzurefRf5
— Web Apps, Content Delivery Network, Storage Analytics, Data

Lake, Data Factory
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AWS S3 I » BFEIRL/FHP/ZERE

Event Details

bucketName: "csp-manual-trail-bucket",

bucketOwner:
"6ae24bba2a3cc6935b6b278ab435adb779bcla7ab9ed6e2be420d62d88b8d13c",

remoteIP: "157.50.145.115",

totalTime: 28,

errorCode: ""

userAgent: "aws-sdk-java/l.11.762 Windows_8.1/6.3 Java_ HotSpot(TM)_ 64-
Bit_Server_VM/25.51-b03 java/1.8.0_51 groovy/2.0.1
vendor/Oracle_Corporation",

requestURI: "GET /AWS_MANUAL/AWSLogs/538582113313/CloudTrail/cn-north-
1/2020/08/26/538582113313_CloudTrail_cn-north-
1_20200826T1425%_XkBbdUQVEa06TVFC.json.gz HTTP/1.1",

bytesSent: 1101,

turnAroundTime: 28,

requestor: "arn:aws-cn:iam::538582113313:user/csp-test-user",

AccessTime: "26/Aug/2020:14:26:18 +0000",

referrer: "-",

requestID: "FB80BC5AF6FC7FBA",

objectSize: 1101,

eventName: "REST.GET.OBJECT",

key: "AWS_MANUAL/AWSLogs/538582113313/CloudTrail/cn-north-
1/2020/08/26/538582113313_CloudTrail_cn-north-
1_20200826T1425Z_XkBbdUQVEaO6TVFC.json.gz",

HTTPStatus: 200
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AWS AZURE Salesforce Google

Activity by Users »  Network Security Group Permission Changes
Permission Changes »
Network Security Groups v Account:

AZURE 7

Rule Changes for Network Security

Groups Period: 09-01-2020 - 09-30-2020 X

Network Security Group Permission
Changes

Subnet Changes for Network Security
Groups

Network Security Groups Created
Network Security Groups Deleted

Network Security Network Interface

Number of Operations

Changes
Virtual Networks »
Application Gateways » (63
RS 4 Resource ID Resource Group Name Caller
iatieranagey £ deleteme 1 admpazurel@zohocorp.com
Public IP Address »

deleteme 1
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Top Activity Based on User

admpazurel@zohocorp.com

I Network Security Group Permission Changes

2

% Favourite:

[# ExportAs [5 More

1-20f 2 25+ Y M

Event Time Stamp Status Status Code Details
09-10-2020 17:08:12 Succeeded OK View
09-10-2020 17:07:23 Succeeded Created View

Dluechip »




GCP L » BfElRa/IR5R/IP/MIBRBR KiisEx E

+ resource: {"type":"gce firewall rule","labels":{"project..},
- protoPayload:

{

- requestMetadata:

{
+ requestAttributes: {'reason’:"8uSywAV4GiZGb3IgVmFja2dyb3VuzCBveGV.. },
+ destinationAttributes: {},
call ppliedUserAgent: "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.30
safari/537.36,gzip(gfe),gzip(gfe)",
callerIp: "182.74.243.42"
5

+ request: {"@type":"type.googleapis.com/compute.firewall.. },

+ authenticationInfo: {'principaliEmail”:"mydeenmnk@gmail.com"},

+ authorizationInfo: [{"permission":"compute.firewalls.delete", "res.. ],
@type: "type.googleapis.com/google.cloud.audit.AuditLog",
- response:

{
targetId: "9128318253791671780",
@type: "type.googleapis.com/operation",
selfLink: "https://www.googleapis.com/compute/vl/projects/cloud-
security-plus/global/operations/operation-159..",
insertTime: "2020-09-10T17:59:24.636-07:00",
selfLinkWithId: "https://www.googleapis.com/compute/vl/projects/cloud-
security-plus/global/operations/6850173948231..",
targetLink: "https://www.googleapis.com/compute/vl/projects/cloud-
security-plus/global/firewalls/mnk-rule",
name: "operation-1599785964290-5aeff321e4010-17c0e0c8-d77bfac5",
progress: "0",
operationType: "delete",
startTime: "2020-09-10T17:59:24.645-07:00",
id: "6850173948231382275",
user: "mydeenmnk@gmail.com",
status: "RUNNING"
}

- resourceOriginalState:
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B-lEEmMmEA L LDEMO

« tE[LARREE30K Trial License

ManageEngine’
ADselfsel’Vlce PlUS f Home ¥, Download Free Trial L3 Personalize Demo

Demo On

~n Administrator Login

Online Demo

- Domain User Login

p Reset Password Demo @] Unlock Account Demo

Get a hands-on experience on our self-service password management and

single sign-on solution.
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Figure 1. Magic Quadrant for Application Performance Monitoring
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THANK YOU

Any Questions?
Or
Contact Kerry
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