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What can EventlLog Analyzer do?
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& Server activity

<"y Network activity

\n

Log
analysis

€ Database activity

5 Application activity Anomaly )) . ‘3

detection

£ Configuration info Event

correlation

¥¥ Vulnerability info

& User activity

Extensive data sources % Deep intelligence = Actionable insight
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Extract Additional Fields &

Log Type : admp-app2-cogserver,log Matched Log Messages (23) | Unmatched Log Messages (1) | X

Select & click the field value to be extracted Matched Log Messages (23)

10.38.12.85:9300 [y 2010-03-03 17:37:47.83 Message : 10.38.12.85:9300 7652 2010-03-03 17:37:45.010 -5 EDEAOCACEDB602F1C883EAF55BAA3ESBEAAATIEDD dv2ws
Audit.Other.dispatcher.DISP.com.cognos.pogo.handlel 92MIs42qMssMq22wwhqdG4vC9hsG2MhGyll 687 Thread-2707 DISP 732 4 Audit.Other.dispatcher.DISP.com.cognos.pogo.ha
ndlers.engine.ServiceLookupHandler http: Per.cognos.cc portService/1.absolute

Port_number:7652

FieldName(s) should only be alphanumeric. i.e [a- J Message : 10.38.12.85:9300 7652 2010-03-03 17:37:46.010 -5 B64467B4285B805FDCI16314C3964A71F2B14A04 jy2Mshj8
GMC4sgh9Ch2MG4y8C2vC99GaM;jIGMIvd 42178 Thread-10906 DISP 732 4 Audit.Other.dispatcher.DISP.com.cognos.pogo.h
Details for field value : 7652 andlers.engine.ServiceLookupHandler http://developer.cognos.com/schemas/contentManagerService/1

Port_number:7652

Field Name * Port_number

Message : 10.38.12.85:9300 7652 2010-03-03 17:37:47.838 -5 B64467B4285B805FDC9I16314C3964A71F2B14A04 sG2v8IM
w8IG9sy9vG9lj8sqll22vsq2sG84wq9ll 42180 Thread-26316 DISP 732 4 Audit.Other.dispatcher.DISP.com.cognos.pogo.handler
s.engine.ServiceLookupHandler http://developer.cognos.com/schemas/contentManagerService/1

Port_number:7652
Generated Pattern : Validate this pattern (or)Choose an

e\ e[ p Message - 10.38.12.85:9300 7652 2010-03-03 17:37:47.978 -5 B64467B4285B805FDCI16314C3964A71F2B14A04 ylsyqOlw2
(?sm)(?:.*?\s+(?<Port_number>+?)\s+\  qvgwBq2jvavwiisavwaddaalvi2hivj 42182 Thread-10906 DISP 732 4 Audit Other dispatcher. DISP.com.cognos. pogo.handlers.en

inn @ansinal Anbiinbandlar AnAnAn

(o)1l Ask Support
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% fEAgent ,l'iéﬁi\AgenWE_t
- ZIEG600FELA F HEEAKIR -
— #EEKER1AE: routers, switches, IDS/IPS and firewalls
— 13k £8: Windows, Linux/Unix, IBM AS400%5
— &E1}&E: Oracle and Microsoft SQL
— MHEEPR2R: Apache and IIS Servers
— SSIRHIFERRA AR
23 BT 0BT Hat s TVEEAT
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» CTRHRRESTERR - WmelE
- WADABERTHRKREEE - mERE
« BBERER > ZHBEBALRSIZE
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BHEEMHEER 25 EALRE

— ®#20,000 syslogs
— &#2,000 Windows B HES
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£ 192168.218.136, Pick Device | All Log Types +

Basic | Advanced

USERNAME = "administrator”

V ﬂ Save Search  Save as Alert

x Clear Search

Graph Types: a4 Iu k2 | Hide Graph

Hour

[ How to extract fields? Showing : 1-10 of 431 2% View per page: 10 Vv Add/Remove Fields

Windows Installer installed the product. Product Name: Oracle VM VirtualBox 5.2.2. Preduct Version: 5.2.2. Product Language: 1033. Manufacturer: Oracle Corporation. Installation success or error status: 0. 126244

1:514

Profi
ilnstaller

up Domain : -

Top Values Least Values

Percentage Value Count  Percentage
87 wm 20.19%

129 wm

Count

Value

information

215  —

failure

129 = success

87 wm 20.19% failure 215  — 49.88%

success

information

. bluechip ’
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Event history

13:50:52

13:42:13

13:42:09

)5 Jan 2018

13:42:09

A software is installed on Windows

A windows account successfully logs on using remote logon

1 o,

An account was successfully logged on. Subject Security ID: 5-1-0-0 Account Nan

A user successfully logged on to the network using Fortinet VPN.

date=2018-01-05 time=13:42:40 devname=FortiGate-VM devid=FGVMEV000000

A user failed to Iog on to the network using Fortinet VPN

e=2018-0 =13:42:13 devname=FortiGate-VM devid=FGVMEV000000

A user failed to log on to the network using Fortinet VPN[}
date=2018-01-05 time=13:42:09 devname=ForuGate-VM dewid=FGV

A user failed to log on to the network usmg Fortinet VPN

05 time=13:42:09 devname~FortiGate-VM dewd=FG

Close

17
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£ Listener Port SyslogViewer ? v @~

EventLog Analyzer)

Compliance  Search Correlation  Alerts  Settings LogMe  Support +Add v Log Search

Windows  Threats = Vulnerability =~ Top And Trends  Applications = Juniper My Reports User Based Reports ~ Network Devices ~ CheckPoint Fortinet ~ vCenter = Sophos = Customize v

2017-09-01 00:00 2017-09-30 23:59
Q Group / Report | © Q Firewall Denied Connections Criteria: Devicew Remote Device v Schedule Export v i o
» Router Logon Report
» Router Configuration Report
» Router Accepted Connections
» Router Denied Connections
» Router Traffic Report by Protocol

» Router/Switch System Events

» Router Traffic Errors

» IDS/IPS Activity

» Firewall Threats 192168.112.10
Device
» Firewall Traffic Reports
< Firewall Denied Connections S
= m 1-100f576 > (10 V| B
Firewall Denied Connections
Device Source Ip Destination IP Source Port Protocol Interface Flags Destination Port Time
Top Firewall Denied Connections
hasedlon Soice 19216811210  10.2.0.148 65.54.166.230 4668 w©p - - 25 08 Sep 2017, 02:39:33
Top Firewall Denied Connections on 192.168.112.10 192.168.1.1 192.168.7.174 137 uDP inside - 137 08 Sep 2017, 02:39:33
i 19216811210 192.168.1.1 10.0.8.39 1066 uDP - - 53 08 Sep 2017, 02:39:33

Top Firewall Denied Connections :
S 192.168.112.10 136.141.137.27 136.141.250.77 3104 TCcP intf3 SYN 9999 08 Sep 2017, 02:39:33
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Microsoft SQL Serverf]OracleE Rl EFER :
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Q Group / Report | © &
Dropped clusters
Altered Clusters
Created Tables
Dropped Tables
Altered Tables
Selected Tables
Inserted Tables
Updated Tables
Deleted Tables
Created functions
Dropped functions
Altered functions
Created Schemas
Created procedures
Dropped procedures
Altered procedures
Executed procedures
Created triggers

Dropped triggers

Helping your business grow
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Windows Threats Vulnerability Top And Trends

+ =
- ~TAE )

Applications  Juniper My Reports

Created Tables Criteria: Devicew Userv  Remote Devicew

User Based Reports

Network Devices

JEMIEE R

CheckPoint

Fortinet

vCenter Sophos Customize v
2017-09-01 00:00 2017-09-30 23:59

Schedule Exporty | of

192.168.218.133

Device

Username =SCOTT

192.168.218.133

192.168.218.133

192.168.218.133

192.168.218.133

102 1AR 21R 122

Username

SCOTT

SCOTT

SCOTT

SCOTT

«rnTT

User Device

ELA-RHEL6-64

ELA-RHEL6-64

ELA-RHEL6-64

vishnu-2268

vichni1-27AR

Terminal

pts/2
pts/2
pts/2
unknown

nnknown

Device

Object Creator

SCOTT
SCOTT
SCOTT
SCOTT

«CnTT

Object Name

VIVEK

VIVEK

DEPT_10
NEW_PRODUCT

NFW DRANIICT

Comment Text

1-100f190> [10 ¥

@

Time

09 Sep 2017, 02:56:25
09 Sep 2017, 02:56:25
09 Sep 2017, 02:56:25
09 Sep 2017, 02:56:25

Na Sen 2017 N2-5A-25
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« EventlLog AnalyzeriZIR Z{EOpen Source(fFlalAlienVault)
FSTIX / TAXIFRZIFERIR

. @J,u&ii#ﬁﬁ_i_mefl SIP > URLAIEFRRVERLE -
. a AR ] £RIP - URL*DYJZ%ZFE?E/]/ML%H% » BIIFEZE o

. %‘%TEH%E?E@B%EUT X 7E LEINEE E-
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Alert Profiles [List]

2016-10-16 00:00 2016-10-16 16:35

4 Add Alert Profile Exportto: T |, Showing 1-500f 1965 > > | 50
login (419 S o
gin (419) @ L Time Generated Host Severity Message
Special_Logon (0) [ |
test1234567 (0) @ +# § Oct16,2016 14:13:59 10.0.0.10 High

Malicious IP found - 222.186.56.42
Default Threat (1965) %)

Head test (0) @ # §  Oct16,2016 14:13:57 10.0.0.10 High 3
Malicious IP found - 222.186.56.42
File_Deletion (0) QS0
Oct 16, 2016 14:13:45 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:45 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:42 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:38 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:34 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:32 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:30 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:30 10.0.0.10 High
Malicious IP found - 222.186.56.42
Oct 16, 2016 14:13:23 10.0.0.10 High

Malicious IP found - 222.186.56.42
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Update Alert

*Assign To l operator

Notes admin

operator

*Status Open
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o Purchase now Jump To Log Receiver L2

EventLOQ Analyzer) Home Reports Compliance Search Correlation Settings LogMe Support + Add
Search [o3 Manage Workflow
All Alerts Workflow Credentials + Create Workflow
My Alerts
o3 «N < 7ofi7 | > » 10+
Assigned Alerts ;
Actions Workflow Name Description Assouatef:l Workflow History
. Alert Profiles
Unassigned Alerts
. & Y Block USB This workflow blocks the USB port on a potentia... 0 View History
Critical Alerts
@ o & B Delete User This workflow deletes a potentially compromise... 0 View History
Profile Based Alerts 4 (@) B Disable Computer This workflow disables a potentially compromis... 0 View History
Correlation Alert Profiles » @ B Kill Process This workflow kills a process on a potentially c... 0 View History
@ ) Log Off and Disable User This workflow logs off and disables a potentiall... 0 View History
g Alert Configurations »
Q@ B Popup Alert This workflow displays a popup alert on the affe... 0 View History
I Manage Workflows @ ') Stop Service This workflow stops a service on a potentially c... 0 View History

Helping your business grow Dluechip ”
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— PCIDSS, GDPR , FISMA , HIPAA , GLBA , SOX , ISO 27001
. %FﬁL‘JZﬂQEQI%E /\%ﬁlﬁﬁiulﬁﬁﬁwﬁﬁfﬁﬁmﬂ

« HANERINE *Dﬁzi\E’JEwEmT*IjJﬁb > ADmERNZEE
%%'FE%H]%E/U WE?%*E*D El n/L,\LEt'Fﬁ'T
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Personalized Demo §l Download

£ Listener Port (53 Syslog Viewer ?~ e -
EventLOQ Analyzer ) Home Reports Compliance Search Correlation Alerts Settings Log Me Support +Add v E

GDPR Compliance Report | change Criteria: Reports Devices Schedule Exportto: T &) |, B8 2017-09-01 00:00 2017-09-30 23:59

Compliance Overview

User Access - 1315 — Logon : 1226 About GDPR Compliance

EventlLog Analyzer provides predefined
reports and alerts for auditing important
security events to help comply with the

/ Account Logon : 87 GDPR. You can ensure security of

ORACIEACCOUNT, Changes = 178 \ personal data by auditing user logon
ORACLE SECURITY Changes : 8 activity as well as accesses and
Object Access : 660 modifications made to files and

Account Management : 510 databases. With Eventlog Analyzer, you

can also audit your network devices and

Firewall Reports - 610 ' ORACLE DDL Changes : 458 quickly detect breaches by being alerted

for suspicious firewall activity.
ORACLE DML Changes : 276 Policy Changes : 220

¥ Logon @ Account Logon Object Access S CC { anges 1 @ MssC AL Chang o Data ® ORACLE DDL Changes Policy Changes
® ORACLE DML Changes @ Firewall Reports Account Management @ SECUF [ jes ( No Dat © ORACLE SECURITY Changes @ ORACLE ACCOUNT Changes

User Access @ PRINTER Audit

Show All | Hide All
+ Logon (1226 events)

+ Account Logon (87 events)

+ Account Management (510 events)
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e Processor cores : 2

« RAM : 4 GB

« Disk Throughput : 6 MB/s

« Disk space : 300 GB

« Network card capacity : 1 Gb/s

e CPU architecture : 32/64bit

« Windows 8/10, and Windows Server 2012/2016/2019

« Linux: Red Hat 8.0/8.2/9.0/RHEL, Mandrake/Mandriva,
SUSE, Fedora, CentOS, Ubuntu, Debian

Helping your business grow blU@ChiD =




[5] Helping your business

gro

RIMZR
ManageEngme)

Introduing Managekngine

Dluechip

infotech



FHMITERBRAR S

- ITESEE

- R 00 27E - EIZEE - METHNAME IT EBERZER -
- ITH{EERE

- SRTE - 2E RENHE - BREB=ZSERBAE -
- ITEREHE

- ERMERTRREBIHREEIFNESR

180,000+ 9/10 3.000,000+

REIREE B1E 100 AT EEE

{5fF ManageEngine REEBH IT -



Help Desk
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. ERIETIRE &
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Alm PRI TEETEX @ a

IT Security

Network

Helping your business grow blU@ChID o




WHO can help?
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THANK YOU

Any Questions?
Or
Contact Kerry
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