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What percent of your office employees do you anticipate will
work remotely at least one day a week?

MW Few (0-29%) [l Many (30-59%) B Most (60-100%)

Before COVID-19

36% 25% 39%

During COVID-19

2% 21% 77%

After COVID-19 (Projected)

11% 34% 55%

urce: P e \:‘if‘»‘-”vi“ H ork Survey blUPChip

exacutives
https://www.pwc.com/us/en/library/covid-19/us-remote-work-survey.html
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https://www.businesswire.com/news/home/20200603005158/en/Remote-Work-Study-How-Cyber-Habits-at-Home-Threaten-Corporate-Network-Securit
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Source: The Data Breach Investigations Report 2021
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What is Privilege abuse?
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Privileged Access Management 360 degree solution
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PCI Compliance Report Generated on : Thu, 27 Oct 2022 06:51 Pacific Standard Tir

User Type Distribution

Users (based on roles)
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Without Zero Trust With Zero Trust
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Identify posture %"‘ AAA;E{E}EH %

User Disabled, locked, unknown E HU ;‘ij(
0N
uses uses
_ _ oevceposurs WR(ERS
Device Device Patching, configuration & .
policies, Anti-virus ﬁﬁ"fﬁﬁﬁ %%Eﬁ.#
connects to connects to Device posture

Firewalls, proxys, Ports

Network posture EEE?JU{%JEH %
Network For corpolz‘:e network ﬁﬁ{%};ﬁ “‘|—_| ELX

Identify posture
toaccess todgpess Authentication & authorization '%M = {iﬁﬁ %

t \ Application posture
1 1 For on-premises apps Availabilty, server health
| App 1
1 1 Device posture
1 1 Browser, native app O —p
Accessess 1 Accessess 1 EE {$ }@ }Eﬁ *EE _t
! ; REHENRE
1 1 Data posture
1 Data 1 In-app authorization, RBAC or IGA
\ ]

Enterprise resource Enterprise resource Behavior Eaﬁﬁﬁ{i }Eﬁ %

Behavior over time Time, count, frequency *g* "\E’%ﬁﬂ_
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Password Request Request Details

Resource Name : centos6 Account Name : root
User Name : pwduser Resource Name : centos6
Access request for the password will be sent to admin and the approval status will be mailed back to
.You must specify the reason for access along with the access request. User Account Name : root Requested Time : Jul 24, 2019 04:53 PM
Reason sent by user : test.
You want to access the password : O Now @ Later
From : | 24/07/2019 User can access the password : @ Now Later
) Reason
Start Time : 15 v |: 50 v hours
To : | 24/07/2019
End Time : 15 v |:| 50 v hours

V.
t time in the server: 15:48 hours
A reminder mail will be senttoyou | 15 | minutes prior to the start of access time. Approve Reject

Comments

Helping your business grow bIUG’ChiD 20
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Owned and Managed
e =) Zylker-Domain
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Favorites pam-w10-3

SS H / | e | n et Recently Accessed R Zylker - Server - Linux Administrator

< pam-cent7

Web App Connections
— Connection Zylker- Desktop-1

Secure File Transfer e
pam-w10-2 Windows Remote Desktop

4 admin's Groups
P RDP Console Session
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Figure 1: Magic Quadrant for Privileged Access Management
Figure 1. Magic Quadrant for Privileged Access Management
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The Forrester Wave™:

PIM, Q4 2020
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The Forrester Wave™: Privileged Identity Management (PIM), Q4 2020
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THE FORRESTER WAVE™

Privileged Identity Management (PIM)
Q4 2020

Strong
Challengers Contenders Performers Leaders
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current
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A
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(-) ManageEngine
« WALLIX
+ Micro Focus
Weaker
currant
offering
Weaker strategy B Stronger strategy
Market presence
No101010
159089 Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.

Dluechip ”




I PAM360

A~A~~ OO

° Eﬁﬁﬁ

(A OO A

? Eﬁﬁ%ﬁfﬁ

N

- DIEEREPTA e FIEEFRK

o MEFRFIIVER
— OxEBEEE(Administrators) = HSS| £i8 &
- FerE R EFHEEER

Helping your business grow blU?ChiD .




E] Helping your business

gro

RIRER
ManageEngme)

Introduing ManageEngine

Dluechip

infotech



EAMITEIERRGE

« I TZHHER  ZEEEHE

— {2 00 27E  BIRAE  MEEMNE IT BEERZER -
- I TRHESZHA » RELF

- SRTEH 2  RENEB - BEEE=HIERBAE -
« ITETEFRE - BRER

- ESNERINAKRBIREBIFIER

9/10 3.000,000+

ME 100 HAT EEE

{&fF ManageEngine KREBEH IT -



ManageEngine =] £

iR EE Bl E

ERABEEEERONR ZENHEEHESIEM

OpManager Plus Log360

ADTERZE R g

AD360 PAM360

T/ E ImEh e R

ServiceDesk Plus Endpoint Central
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Celebrating 20 Years with Bluechip
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THANK YOU

Any Questions?
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